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n football parlance, “a good offense is

the best defense.” In foreign policy, of-

fense might mean war or lead to war.

The best defense is threefold: under-
standing your adversaries’ long and short
term goals; preparing your military and
civilian systems - high tech, mining,
trade, finances - to deal with those goals;
and speaking clearly about the positive as-
pects of your own system
for citizens and allies.

Ronald Reagan did all
three and the Soviet Union
collapsed without a shot.

Thisissueof inFOCUS
is designed to do the first
and third, while recommending steps
for the Biden administration to take
on the second. Yes. China is the focus,
but the same steps apply to Iran and a
resurgent Russia.

Journalist Claudia Rosett in our in-
terview explains how and why the U.S.
is falling short on human rights policy —
and who pays the price.

For China’s long and short-term
strategy, read Daniel Blumenthal and
[new addition to the JPC Board of
Fellows] Guermantes Lailari. Follow with
Benjamin Noon and Christopher Bassler
on China’s military plans for artificial in-
telligence, and Samantha Hoffman on big
data. Keith Kellogg discusses American
policy in the broad form, while Stephen
Bryen and Jun Isomura get specific about

U.S. and Japanese security relations with
Taiwan. The U.S. battery supply chain by
Nadia Schadlow, Arthur Herman, and
Brady Helwig is essential reading before
you buy that Tesla.

Israel’s relations with China are not
the mirror of America’s relations, al-
though both place high priority on the
security of their military and civilian
infrastructure. Asaf Orion
and Galia Levine explain.

We haven't forgot-
ten the pandemic, which
has led to serious changes
in both the international
and domestic perception
of China as a “responsible stakeholder.”
To understand how China responded to
the onset of what we still call the Wuhan
Virus, and how much of the West fostered
Chinese explanations and censored the
rest, read JPC Senior Director Shoshana
Bryen’s frightening review of What Really
Happened in Wuhan by Shari Markson.

If you appreciate what you've read,
I encourage you to make a contribution
to the Jewish Policy Center. As always,
you can use our secure site: http://www.
jewishpolicycenter.org/donate
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Beljing’s Grand St
A Sino-centric Orc

by DANIEL BLUMENTHAL

he Chinese Communist Party’s

(CCP) long-term strategic ob-

jective is to displace the United

States as the world’s most pow-
erful country and create a new world
order favorable to China’s authoritar-
ian brand of politics, or its “socialist
market economy.” While this has been
China’s goal since the end of the Cold
War, Xi Jinping wants to rapidly real-
ize this grand aspiration so that he can
be regarded as an equal to Mao Zedong
and Deng Xiaoping. At the same time,
China’s strategic behavior is shaped by
the Middle Kingdom’s peculiar version
of Leninist politics that forces trade-offs
that have undermined China’s strategy.
It now faces slower economic growth,
political turbulence, and a backlash to
its aggression.

I National Security
Environment

Beijing’s national-security policy
was fashioned in response to what it
viewed as a perilous period after the
fall of the Soviet Union and the rise of
America’s “unipolar” moment. Under
Deng, CCP leaders forged a sophisticated
strategy to build up wealth and power
while thwarting attempts to form a
counterbalancing coalition. Under Xi,
China is making strategic gains, but
such a coalition is forming against him.

China’s bleak assessment of its se-
curity environment began in the 1990s.
The nationwide protests of 1989, culmi-
nating in the massacre at Tiananmen
Square, regime-threatening
events. Soon after came America’s lop-
sided military victories in Iraq and

were

Kosovo and the rise of a new democratic
nation-state in Taiwan, which solidified

U.S. support for the island. The pres-
ence of a U.S. alliance close to China’s
only coastline, home to all of China’s
ports, became simply untenable. China
saw the U.S. hand in every world event
it found troubling, from the “color revo-
lutions” in the former Soviet satellite
states, to the Arab Spring that brought
down dictators, to movements support-
ing Tibetan freedom.

In Beijing’s view, there was noth-
ing to stop the United States from sup-
porting Taiwanese independence. The
People’s Republic of China believes
that a failure to unify the “motherland”
would result in its demise and acts with
accordant ruthlessness. The CCP came
to power having finally unified China af-
ter the “century of humiliation,” during
which it lost territory and sovereignty
— including its own imperial conquests,
such as Taiwan — to foreign powers and
underwent destructive civil wars. Its le-

rategy:
er

“forever break” Hong Kong away from
Beijing’s suzerainty, the CCP has now
said on several occasions that it will not
allow “Taiwan separatists” working with
“foreign hostile forces” to keep the is-
land permanently separate.

Deng Xiaoping and Jiang Zemin’s
approach to dealing with the post-Ti-
ananmen security environment was to
build up China’s economy very rapidly
and translate wealth into military and
diplomatic power. They made a political
trade-off: increasing Chinese wealth by
means of foreign ideas and foreign capi-
tal in exchange for looser party controls
over the economy. China became an
international manufacturing hub and a
country dependent on maritime trade. It
built a military capable of protecting its
trading interests, undermining U.S. mil-
itary power, and “deterring” Taiwanese
independence. Until recently, Beijing
had convinced U.S. leaders that its mili-

The presence of a U.S. alliance close to China’s
only coastline, home to all of China’s ports, became
simply untenable. China saw the U.S. hand in every

world event it found troubling.

gitimacy rests on reversing that humili-
ation. To that end, it has stamped out
“separatism” in Tibet, Hong Kong, and
Xinjiang and is already drawing simi-
lar redlines on Taiwan. Just as it did not
abide “foreign hostile forces” working to

tary modernization was the natural out-
growth of a growing economy. It also
joined most international organizations,
at the time seen as a signal of its com-
mitment to the international order that
the U.S. had built. Its propaganda organs
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emphasized its “peaceful rise.” Western
political and corporate leaders were ea-
ger to benefit from China’s sizeable mar-
ket and — during a period of Middle
East wars — to believe that China’s rise
would be peaceful.

I China’s “New Left” and the
Rise of Xi

But once Deng had left the scene,
China’s “new left” (extreme nationalists
and neo-Maoists) attacked the reforms
as weakening the party. Xi rode the wave
of this new politics to become China’s

Xi took power during a political crisis
when Bo Xilai, like Xi the son of a key
Mao ally, made an independent bid to
succeed Hu Jintao instead of Xi. Party
leaders swiftly intervened to bring Bo
and his family down. Xi saw the party
as split, corrupt, weak, and in trouble.
As a condition of assuming power dur-
ing a challenging period, Xi secured a
mandate to reign harshly and singularly
through Stalinist purges and Maoist re-
education campaigns to enforce party
discipline. He also secured support for a
new, more assertive foreign policy. CCP

Until recently, Beijing had convinced U.S. leaders
that its military modernization was the natural
outgrowth of a growing economy.

leader. Since the 2008 financial crisis,
Beijing’s internal and external strategy
has shifted markedly. China panicked
that it would lose its big export markets.
It began to lend massive amounts to un-
profitable state-owned enterprises (the
private sector had been allowed to flour-
ish during the reform period) and took
on crushing debt. Total debt as a percent-
age of GDP was 139 percent in 2008 and
283 percent in 2020, according to a U.S.-
China Economic and Security Review
Commission report. The state sector now
dominates the Chinese economy again,
and the Party dominates the state sec-
tor. The CCP no longer tolerates looser
political controls in exchange for fast eco-
nomic gains. China began shifting inter-
nally from a developmental autocracy (as
South Korea and Taiwan had been) into
a national-security state, with internal
security and short-term external gains as
higher priorities than economic growth.
The end of market-based reforms
was not the only trouble Beijing faced.
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leaders assessed that, despite domestic
trouble, they faced a strategic opportu-
nity to undermine what they saw as a
U.S in decline thanks to economic mis-
management and costly wars.

of Asia, solve the problems of Asia and
uphold the security of Asia.” Left unsaid
is that if the U.S. were no longer a power
in the region, China would dominate the
“affairs of Asia.” Beijing would no longer
hide its capabilities or its ambitions as
during Deng’s rule. Xi is intent on mov-
ing China back to “center stage” in geo-
politics and shaping a new “favorable
environment for... building... a great
modern socialist country in all aspects.”

I China’s Strategy

Xi and other party leaders outlined
four elements of China’s strategy: First, it
would create new “networks of strategic
partnerships” to replace the “unequal”
U.S. alliance system. Often this diploma-
cy is referred to as “building a commu-
nity of common destiny for all mankind,”
with CCP leaders selling their vision of a
Chinese world order as universally ben-
eficial. Second, China would become the
most technologically advanced nation in
the world. Third, it would build a first-in-
class military. Fourth, it would revivify
ideological and information statecraft to
subvert and weaken its adversaries. At the
same time, as Sheena Chestnut Greitens
noted in a statement before the U.S.-
China Economic and Security Review
Commission, Xi warned in 2014 that the

Western political and corporate leaders were eager to

benefit from China’s sizeable market and — during a

period of Middle East wars — to believe that China’s
rise would be peaceful.

Xi announced that China had en-
tered a “new era” of geopolitics dur-
ing which it would become the global
leader. As I note in my book, The China
Nightmare, Xisaid that in this new era “it
is for the people of Asia to run the affairs

CCP was facing “the most complicated
internal and external factors in its his-
tory” and that these threats were “inter-
locked” and could be “mutually activat-
ed.” But in contrast to the United States,
when China faces domestic problems, it
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Unidentified Chinese military officer stand guards at the Tiananmen Gate in front of the Forbidden Czty. (Photo: ChameleonsEye)

escalates international tensions, relying
on foreign-policy successes to bolster
support for the party. While the analogy
is far from perfect, just as Mao’s foreign
policy grew more radically adventure-
some during the ravages of the Cultural
Revolution, Xi picked fights with the
U.S,, India, Australia, and Europe as the
Chinese economy faced enormous head-
winds during the COVID-19 pandemic.

I Gains and Pushback

The results of the change in strategy
have been mixed. To be sure, China has
made some serious gains. It has effective
control over the South China Sea. It has
accelerated its military-modernization
plans and thereby changed the regional
balance of power and strengthened its
ability to coerce Taiwan.

Moreover, during the global
pandemic, Beijing demonstrated its

ability to manipulate information,
bend international bodies such as the
World Health Organization (WHO) to
its will, and bully nations to mute their
criticisms of China. It has successfully
wielded its market power (e.g., against
Wall Street, Silicon Valley, the NBA,
and Hollywood) to soften responses to
its malignancy. This has resulted in con-
tinued access to U.S. capital and tech-
nology — despite Beijing’s stamping
out of Hong Kong’s democracy and its
continuing destruction with impunity
of Uyghur, Tibetan, and other minority
religions and cultures.

But Xi is also facing pushback,
sometimes even coordinated interna-
tional resistance. A growing number of
Asian countries are willing to cooperate
with the United States. Beijing is very
concerned that the United States will
strengthen a nascent coalition to starve

it of commodities and critical technolo-
gies. (China is highly dependent on im-
ports, from agriculture to energy to ad-
vanced technology; for example, it still
relies on foreign companies for most
of its high-end semiconductor needs.)
While China poses a formidable chal-
lenge to U.S. global leadership, the CCP’s
near-constant political purges, darker
economic prospects, and demographic
problems, such as a coming old-age tsu-
nami and not enough young people en-
tering the workforce, mean that the U.S.
still has a chance to deny the hegemony
over Asia sought by Xi and to build an
affirmative alternative to Sino-centrality
— in short, to thwart China’s bid to cre-
ate a new world order.

DANIEL BLUMENTHAL, J]D,
is the director of Asian studies at
Enterprise

the American Institute.
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China’s Ambitions for Al-

Driven Future Warfare
by BENJAMIN NOON and CHRISTOPHER BASSLER

he Chinese Communist Party
(CCP) sees advanced technology

as one of the keys to victory in

its challenge to global order in

this century. CCP General Secretary Xi
Jinping has pronounced that the world
is on the precipice of a “fourth industri-
al revolution” centered upon artificial
intelligence and autonomous technol-
ogy. China is mobilizing every sector of
society to contribute to the state’s grand
technological ambitions in its long-
term struggle against the United States.
Nowhere is this clearer than in the
realm of military affairs. China’s People’s
Liberation Army (PLA) is racing to in-
tegrate futuristic technologies into its
historically less-advanced military. The
PLA has coalesced around a new orga-
nizing concept for how it thinks that ad-
vanced technologies will affect warfare
in this century. “Intelligentization” rep-
resents China’s vision for a new revolu-
tion in military affairs. This little-known
new concept is driving the PLA’s mod-
ernization efforts and signals the ex-
pansive ambitions the People’s Republic
of China (PRC) has in challenging
American military dominance globally.

I China’s Dreams for Future
Warfare

Intelligentization is the third of the
PLA’s official goals in the sequence of
modernization. The first is “mechani-
zation,” which is concerned with ac-
quiring basic weapons systems that can
deliver firepower against the adversary.
Chinese strategists drew powerful les-
sons from what they see as the apogee
of “platform-centric” warfare during
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the Second World War, when the United
States dominated with mechanized for-
mations like carrier battle groups. They
argue that this warfare lies in the “physi-
cal space.” The PLA announced that it
had achieved mechanization in 2020.

“Informationization” is the PLA’s
second official benchmark for mili-
tary modernization. The PLA famously
learned the principles of information-
ization during the 1991 Gulf War, when
the United States demonstrated the dev-
astating potential of a technologically-
advanced military in modern warfare.
It resides in the “information space,”
and it tasks the military with acquiring
systems that can collect and efficiently
process battlefield information. After
the Gulf War, the Chinese military be-
came determined to catch up to the
United States technologically and has
not looked back since.

Intelligentization is the next phase

I Applying AI

This new type of warfare depends
on the application of Al at both the op-
erational decision-making level and for
frontline combatants. Chinese strate-
gists believe that AI will work side-by-
side with commanders. One way they
believe this will happen is through “bat-
tlefield perception systems” in which the
computer provides the commander with
possible target sets to choose from. This
melding of human creativity and robotic
computer power will help the PLA “real-
ize human self-transcendence.”

With AI taking a larger role in de-
cision-making, Chinese strategists think
that future warfare will become an arms
race for which the state can produce com-
puters that have the quickest comput-
ing capacity. Wartime commanders will
be armed with supercomputers that will
come to surpass the decision-making abil-
ities of the humans directing them. PLA

Chinese strategists think war will begin to resemble
something akin to a video game.

of military modernization for the PLA.
Chinese strategists say that it centers
upon the “cognitive space” in which ef-
fective decision-making and complex
thinking provides the decisive advantage.
Chinese theorists think that intelligenti-
zation will represent changes as signifi-
cant as those seen in the Second World
War and the Gulf War, if not bigger.

theorists call this “algorithmic warfare.”
PLA strategists think that frontline
combatants will be gradually phased out
and replaced with intelligent swarms of
drones that will give operational com-
manders complete control over the bat-
tlefield. Chinese theorists believe that
drones will have the strongest impact
in the air domain. They see unmanned



aerial vehicles (UAVs) as having two ma-
jor impacts on air warfare. The first is
called “swarm warfare,” wherein masses
of intelligent robots overwhelm the en-
emy. The second, called “unmanned-
manned cooperation,” envisions “moth-
ership” fighters directing groups of
unmanned systems. Over time, the tac-
tical level of warfare will almost entirely
be comprised of robots.

With computer-enhanced
manders perfectly directing automated
robotic frontline combatants, warfare

com-

will change drastically. Chinese strate-
gists think war will begin to resemble
something akin to a video game. In this
environment, PLA theorists see future
warfare as prizing psychological warfare
with the operational commanders’ men-
tal state as the decisive point of war. The
PLA’s goal will be to outsmart the enemy
and reduce the adversary’s will to resist.
These changes are believed to result
in nothing less than a revolution in war-
fare as we know it. Chinese strategists
say that warfare will come to resemble
“mythological fiction” and that the tech-
nology of Star Wars will be available in
the near future. These Chinese strategists
believe whichever side can better intelli-
gentize its force has the potential to leap-
frog its enemies in unimaginable ways.

I Achieving Ambitions with
Industrial Policy

These long-term ambitions put
stiff demands on a Chinese economy
that still lags behind the United States
in some key measures of technologi-
cal sophistication. Consequently, the
Chinese state is undertaking a massive
program of industrial policy to arm the
PLA with what it needs to intelligentize.
Most famously, the Made in China 2025
policy prioritizes gathering global tech-
nological supply chains within the PRC.
The Chinese state has already invested
billions of dollars in building an indig-
enous semiconductor industry. China
continues to steal American intellec-
tual property on a monumental scale.

These concerted efforts demonstrate

just how serious the Chinese state is in
achieving its envisioned leapfrog devel-
opment over the United States. But PRC
investments in quantum computing and
drone technology are specific examples
of how Chinese industrial policy con-
nects to the PLA’s future intelligentiza-
tion ambitions.

Quantum Computing: Quantum
computing belongs to an emerging cut-
ting-edge group of technologies that un-
til recently have only seemed to belong
in sci-fi movies. Current computers op-
erate on “bits,” which make calculations
based on a system of ones and zeroes.
Quantum computing would instead use
“qubits” that could exist at any value
between one and zero. This futuristic
technology, then, could theoretically
entail increases in calculating speed
that are simply impossible to imagine.
The CCP recognizes the extraordinary
potential of quantum computing. It is
investing billions of dollars into its de-
velopment, directing the cooperation
between the public and private sectors
with “Military-Civil Fusion,” and draw-
ing the greatest minds to efforts with
the “Thousand Talents Plan,” among
other efforts.

there is no way to publicly confirm
these findings. These miracle machines
could serve as the robotic assistants that
Chinese strategists envision helping op-
erational commanders draft battle plans
and select ideal target sets. With these
computers, human ingenuity and robot-
ic calculating ability could be married in
heretofore unimaginable ways.

Drones: China has also identified
drones as a key technology for devel-
opment. The PRC is becoming a global
leader in UAV development in both the
commercial and military sectors. Its
drones are famously cheaper than their
American counterparts, and China pro-
duces by far more drones in the commer-
cial sector than any other single country.
Chinese drone capabilities, however, are
mostly still controlled by humans.

With its rapidly advancing drone
capabilities, the other side of intelli-
gentization may be plausible as well. If
Chinese engineers are able to increase
the autonomy of their drones over time,
these machines could theoretically be-
come capable enough to operate inde-
pendently of close human coordination;
they could even cooperate together to
create autonomous armies to the men-

PLA theorists (prize) psychological warfare with the
operational commanders’ mental state as the decisive
point of war... to outsmart the enemy and reduce the

adversary’s will to resist.

If these Chinese investments in
quantum computing pay off on the scale
that Chinese strategists hope for, and
American policymakers are concerned
about, intelligentization could well be
within the PLA’s grasp. After a test in
November 2021, Chinese scientists
claimed that their quantum computer
completed a task in a little over an hour
that would take today’s fastest super-
computer eight years to finish, although

ace of China’s adversaries. This threat is
multiplied in the Chinese context, be-
cause the country’s tremendous manu-
facturing capacity provides near-infinite
possibilities for a massive fleet of drones.

Quantum computing and drones
are only two examples of grandiose CCP
ambitions in technology. Myriad other
Chinese technological efforts hold similar
potential for the PLA’s intelligentization
and thus its warfighting abilities. This is
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an across-the-board effort that funda-
mentally threatens the technological edge
that has been the basis of American mili-
tary superiority for decades.

I Drawbacks in Chinese
Thinking

Chinese dreams of intelligentization
are not without their flaws, however.
Most importantly, the CCP’s vision for
AT betrays the PLA’s predilection for
over-centralization of command au-
thority and top-down orchestration of
military assets. With operational com-
manders advised by computers directing
smart swarms of drones, there will be
few opportunities for distribution of ef-
forts and lower-level initiative. The prin-
ciples of intelligentization fly in the face
of modern visions of the much vaunted
“mission command,” which prizes de-
centralization of authority and individu-
al and small unit initiative. Failure from
any one Chinese commander could be
disastrous in an intelligentized PLA.

Additionally, it is worth keeping in
mind that AT is not destined to provide
all of the benefits that the PLA hopes
for. All algorithms necessarily mirror

capabilities with China’s continued tech-
nological development. If the PRC can-
not continue to introduce new military
innovations to the PLA, Chinese military
doctrine will float adrift. This is a possi-
bility to take seriously. China is showing
accelerating signs of a flagging economy,
with the headwinds of immense debt and
a heavy demographic burden, among
other challenges. In addition to techno-
logical limitations, competing resource
priorities may also weigh on the PLA’s
intelligentization potential.

I Challenges & Opportunities
for the United States

These developments present mul-
tiple warnings and opportunities for
the United States. Most importantly, the
PLA might achieve its grand ambitions
for an intelligentized force. In this warf-
ighting environment, the American way
of war might be at severe risk. The U.S.
military could find itself outmatched
and unprepared in an Indo-Pacific war
scenario. Of course, the United States
should prepare itself for this possibility
and experiment with the potential that
an Al-enabled adversary could have. An

In future warfare, Al may not be able to adjust to the
new realities and inherent uncertainties of warfare in
the same way that humans can.

the presumptions that the AI designers
hold and are often limited by them. In
the past, technological revolutions have
precipitated kinds of changes in war-
fare that contemporaries could never
imagine. In future warfare, AI may not
be able to adjust to the new realities and
inherent uncertainties of warfare in the
same way that humans can.

Lastly, the elevated status of intel-
ligentization in Chinese doctrine will
more closely couple the PLA’s warfighting
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intelligentized Chinese military would
nonetheless be vulnerable to adver-
sary counteractions. Most importantly,
Chinese aspirations for a highly central-
ized artificial intelligence system would
be vulnerable to different types of op-
tions, such as electronic warfare.

The United States should watch
China’s technological investments close-
ly and do everything it can to guard its
superiority in technology. These devel-
opments should highlight the urgency

of the Department of Defense’s efforts
to work more closely with Silicon Valley
and other technology hubs through the
United States and key allied countries,
to ensure that private sector advances in
AT and autonomous systems are swiftly
adopted by the U.S. military. While
the Chinese state has advanced rapidly
with massive top-down investment,
the American private sector remains
one of its most important competitive
advantages.

I Preparing for this Century’s
Military Competition

The United States and China have
entered an era of prolonged military
competition. With the shadow of the
PLA hanging over Taiwan, the South
China Sea, and the East China Sea, it is
more important than ever to understand
the potentially revolutionary changes
that the Chinese military envisions for
itself in this century. China believes that
rapid advances in artificial intelligence
and autonomous systems will radically
change warfare, and it is planning to
make that dream a reality.

The revolution in AI is not only
crucial for China’s military. The CCP
sees Al development as part of a broad-
er “intelligent era,” with AI changing
all parts of society. This era will be driv-
en by a fourth industrial revolution that
the PRC is sparing no expense to use to
leapfrog over its adversaries. Chinese
strategic culture prizes the role that
technology plays in the development of
warfare, so the CCP believes that if it
can get an edge over the United States
in this phase of technological develop-
ment, it will capture the decisive advan-
tage it needs in the geopolitical compe-
tition. The world may be on the verge
of a new kind of warfare for which the
United States is not yet ready.

BENJAMIN NOON is a research as-
sistant at the American Enterprise
Institute. CHRISTOPHER BASSLER,
Ph.D., is a senior fellow at the Center
for Strategic and Budgetary Assessments.



Sayport Terminal:

The View tfrom Israel

by BG (res.) ASSAF ORION, IDF and GALIA LAVI

Editor’s Note: The Haifa Bayport Termi-
nal has commenced operations. In recent
years, Israeli media publications have
raised concerns about the port’s operation
by a Chinese state-owned company, par-
ticularly in view of the growing rivalry be-
tween China and the United States. These
concerns have likewise resonated in the
United States. It should be noted that since
this article was written, the USS O’Kane
made a port call in Haifa, possibly signal-
ing the future intention of the U.S. Navy.

eptember 1, 2021, marked the
official start of operations at
Haifa Bayport by SIPG Bayport
Terminal, registered in Israel
and owned by the Chinese company
Shanghai International Port Group
(SIPG). The occasion, described by the
CEO of the Israel Port Authority as “a
historic event unmatched in several de-
cades,” was celebrated with a modest
ceremony under COVID-19 restrictions.
In recent years, the port has become a
symbol of American displeasure and
concern to some in Israel over Chinese
investments in the country. Supporters
of the venture highlight its contribution
to the Israeli economy, while opponents
emphasize the security risks inherent
in a port operated by a company from
China, claiming that the security au-
thorities have not examined these risks
in depth. The official opening of the port
is an opportunity to revisit the issue.
The report by the Trajtenberg
Committee on the cost of living and
competition in Israel (2011) stated that
the productivity of work teams at Israeli
ports handling containers was 15-25

percent lower than that of their competi-
tors elsewhere in the Mediterranean, and
that this inefficiency imposes on foreign
traders, and subsequently on the Israeli
consumer, unnecessary annual costs of
hundreds of millions of shekels. The re-
port also stated that the main failure in
the industry was the lack of competition,
as labor unions had a decisive impact
on the ports’ operations. In December
2011, the Israeli government adopted the
Committee’s conclusions and instruct-
ed various ministries to accelerate the
ports reform that was announced back
in 2005. Its goals: open Israeli ports to
competition, increase government rev-
enues, and reduce the cost of living.

whereas containers from Asia usually
arrive in ships carrying up to 24,000
TEU and needing a draught of 17.3
meters. For a container to reach Israel,
therefore, it must go through transship-
ment at a more advanced Mediterranean
port, where the cargo is moved from a
large ship to a smaller ship that is able
to anchor in Israel. Alternatively, some
of the cargo is unloaded in another port,
to reduce its weight and enable it to an-
chor in the relatively shallow waters in
Israel’s ports. All this lengthens the time
for containers to reach Israel and in-
creases costs, given the extra shipping
time and double unloading and load-
ing costs. According to a report from

Supporters of the venture highlight its contribution
to the Israeli economy, while opponents emphasize
the security risks inherent in a port operated by a
company from China...

Until now, 99 percent of Israel’s
trade passed through 7210 meters of
quays in its seaports, including 2610 me-
ters of container quays. In addition to
the inefficiency of work teams, Israel’s
outdated seaports lack adequate con-
tainer capacity, as they are unsuitable
for huge container ships. Haifa Port,
for example, can handle ships carry-
ing up to about 15,000 TEU (Twenty-
foot Equivalent Unit, the standard
unit of measurement for a 20-foot con-
tainer with about 15.8 meters draught),

the Shipping & Ports Administration, in
2020 Israel transshipped about 100,000
TEU at a cost of $30 million. In addi-
tion, the two existing ports in Ashdod
and Haifa are close to full capacity for
containers, while the entry of containers
into Israel is expected to grow annually
by 3-4 percent.

I The Importance of the New
Ports

In response to these problems, the
Israeli government decided to construct

China: Inside and Out | /#zFOCUS
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two new ports, near Haifa and Ashdod,
or more specifically, two new private con-
tainer terminals, each 800 meters long
and 17.3 meters deep, able to receive the
huge 400-meter long container ships car-
rying up to 24,000 TEU. These terminals,
named Bayport and Southport, will op-
erate alongside the two existing govern-
ment ports. As part of the development
plan, the quays in the existing ports
will also be upgraded to enable them to
compete with the new sites. The reform’s
expected results will be extension of the
container quays in Israel, significant up-
grade of loading and unloading capac-
ity of the seaports, and conversion from
transshipment-dependent ports to ports
that can themselves transship for other
Mediterranean ports. In addition to re-
ducing Israel’s dependence on foreign
ports, the new construction can yield ad-
ditional direct revenue as well as savings
in time and costs for the entry of goods.
Today, Haifa and Ashdod ports
handle about 3 million TEU per an-
num, with each receiving about half of
the container ships entering Israel. With
the opening of the new ports, whose ca-
pacity is expected to increase gradually,
the existing ports will have a looser hold
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over the flow of containers into Israel.
According to estimates generally accept-
ed in the shipping industry, each of the

new ports will be able to handle about
2 million TEU at maximum capacity.
According to some media reports, the
possibility of allowing the new ports to
handle general cargo as well as contain-
ers is also under consideration.

In economic terms, the operation of
the two new ports is essential for solv-
ing the problems at Israel’s ports. It will
increase competition in the industry,
reduce the need for container transship-
ment, save costs, and encourage greater
efficiency in the existing ports.

I National Security
Considerations

Beyond the economic benefits, the
media and various forums have raised
concerns about Bayport’s management
by a Chinese state-owned company.
Primarily:

« The company is subject to an author-
itarian regime, which uses “debt traps”
and takes control over assets, such as
Hambantota Port in Sri Lanka and
Piraeus Port in Greece.

o The Chinese company could allow

China’s military vessels to anchor in
Israel as part of its “Military-Civil
Fusion” strategy.

« SIPG might disrupt the Port’s activ-
ity in times of emergency or leverage its
economic power for China’s political in-
fluence over Israel.

o The port might be used for espionage
and cyber operations, including against
U.S. Navy ships.

Even if the port does not embody
special risks or create significant Israeli
dependency on China, in the eyes of the
United States, and certainly in Pentagon
and U.S. Navy circles, it has become a
provocative symbol of treacherous co-
operation by a close ally, Israel, with
America’s arch-rival, China, and there-
fore also a threat to the special rela-
tionship between the United States and
Israel.

The severe arguments and their
recurring resonance mandate confir-
mation of the facts. SIPG is indeed a
Chinese government-controlled com-
pany, yet contrary to the allegations re-
garding Piraeus and Hambantota (some
of which are contested), the Bayport is
not controlled or owned by SIPG, and
no debt is involved, since it did not lend



money to Israel. The port operator is a
private Israeli company, indeed owned
by a Chinese company, yet most of its
employees are Israelis, apart from a few
Chinese management staff.

As for concerns about disruption
to port activity during emergencies or
exertion of pressure on the Israeli gov-
ernment, the probability and severity of
these risks appear to be limited: Bayport
will not be owned by its operator; it is

ZPMC, are technology-rich machines
equipped with sensors and communica-
tions, raising concerns that they could
be used for espionage. According to the
ZPMC website, the company manufac-
tures 70 percent of the ship to shore (STS)
cranes in the world, including those in
the Middle East, Europe, and the United
States. This year, for example, the com-
pany’s cranes were purchased by ports
in San Francisco and South Carolina.

...Increased competition between the new and
upgraded ports is likely to limit the pressure on the
government from both strong unions and any foreign
company...

subject to Israeli law; and in emergen-
cies must operate according to the in-
structions of the Israeli security authori-
ties, just like Israel’s other ports. If the
operator does not comply with these
terms, it risks committing a breach of
contract and the Government of Israel
will be fully entitled to replace it, admit-
tedly in spite of the challenge involved
when dealing with a large company
from a global power. In addition, the
increased competition between the new
and upgraded ports is likely to limit the
pressure on the government from both
strong unions and any foreign company,
while also reducing Israel’s dependence
on foreign ports in Turkey and Egypt for
transshipment needs.

As for espionage risks, for purposes
of line-of-sight observation and recep-
tion, the Bayport Terminal is no nearer
to the Israeli naval base than many ci-
vilian buildings in Haifa, although its
location on the water line does indeed
offer the potential for gathering acous-
tic intelligence (signatures of vessels and
especially submarines), a potential that
exists in principle in transiting com-
mercial vessels as well. The port’s eight
cranes, made by the Chinese company

On this matter, Israel’s security authori-
ties should learn from other countries’
experience in risk management, starting
with the United States.

Bayport, like any strategic infra-
structure close to Israel’s critical secu-
rity assets, requires full and professional
risk management. Limiting exposure to

all agencies involved and ensure a full
and seamless long-term security re-
sponse for all the relevant facilities.

I Relations with the United
States

Under the reasonable assumption
that the direct risks potentially arising
from Bayport’s operation can be handled
prudently and responsibly by Israel’s se-
curity authorities, the most significant
challenge still remains, namely, the im-
plications for relations with the United
States.

On his recent visit to Israel, CIA
Director William Burns reportedly
shared with Prime Minister Naftali
Bennett American concerns
Chinese penetration of the Israeli econ-

over

omy, particularly in areas of high tech
and large infrastructure projects. Before
the Prime Minister’s visit to the United
States, senior Israeli officials said that
Bennett would present to President Joe
Biden and other senior members of the
U.S. administration a new Israeli policy,
defining relations with China as an issue
of national security while paying closer
attention to American concerns than
during Netanyahu’s term.

Bayport, like any strategic infrastructure close to
Israel’s critical security assets, requires full and
professional risk management.

potential risks in the areas of security,
espionage, and cyber stemming from
the operation of ports by foreign compa-
nies is the responsibility of the relevant
security entities: the Israel Security
Agency (Shin Bet), the National Cyber
Directorate, the Ministry of Defense,
and the Ministry of Transport’s Security
Department, each in its own field. The
National Security Staff should integrate

According to reports, the subject
of China never came up in meetings
between President Biden and Prime
Minister Bennett, but lower ranks are
engaged on the issue. The visit in gen-
eral aimed to “reset” relations, building
trust, and working on tensions and dis-
putes between the governments through
quiet communication rather than in
the media. It is therefore correct that

China: Inside and Out | /zFOCUS
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Specialist Seaman Edward Guttierrez I1I)

the subject of Bayport and its associ-
ated concerns be handled as planned in
a similar professional format and in this
spirit, by the National Security Staff in
the Prime Minister’s Office and in the
National Security Council in the White
House. Mutually coordinated risk man-
agement and updates will help restore

USS Donald Cook (DDG 75) approaches Haifa, Israel for a scheduled port visit in 2014. (Photo: U.S. Navy / Mass Communication

with clear national needs was answered
by maximizing opportunities in the
global economy and the advantages of in-
ternational corporations, including from
China. Since the contract for the Bayport
terminal was signed in 2015, a strate-
gic “climate change” has unfolded, with
Washington’s official declaration in 2017

Since the contract for the Bayport terminal was
signed in 2015, a strategic “climate change” has
unfolded, with Washington’s official declaration in

2017 of the era of Great Power Competition.

the subject to its proper dimensions, and
hopefully to media coverage that is fac-
tual, professional, and proportionate.

I Conclusion

Haifa’s Bayport is a clear example of
the emerging challenges in Israel’s chang-
ing strategic environment. What began
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of the era of Great Power Competition,
centering on economic, technological,
and strategic rivalry with Beijing.

While the port operation begins
when the new era is already well under-
way, a considerable part of the criticism
derives from judging past decisions ac-
cording to present conditions, and from

echoing unexamined claims. Prudent
policy should learn from past lessons
and must focus not on hindsight but
on the present and the future, and on
the quality of decisions affecting proj-
ects currently on the agenda, finding
the correct balance between economic
needs and security needs. Israel must
continue to work on strengthening
its special strategic relations with the
United States, while at the same time
promoting fruitful and safe economic
relations with China.

BG (res.) Assaf Orion, IDF is a senior re-
search fellow at the Institute for National
Security Studies (INSS) in Israel and
Director of its research program on Israel-
China. He is also an international fellow
at the Washington Institute for Near East
Policy. Galia Laviis a Research Fellow and
the coordinator of the Israel-China pro-
gram at INSS. She is also a Ph.D. student
at Tel Aviv University. A version of this ar-
ticle was published by INSS in September.



China’s

The Peoples Republ
-xpansionist Plans

by GUERMANTES LAILARI

If Hong Kong was breakfast, Tai-
wan is lunch, then what’s for dinner?

hen playing any strategy
game, such as Chess or Go,
skilled players look ahead
several moves to win. In the
case of China, many Asia experts believe
that Taiwan is the next country on the
People’s Republic of China (PRC) tar-
get list. The PRC’s campaign may be-
gin in the period between the Winter
Olympics in China early 2022 and the
next Taiwanese election in 2025, but no
later than August 1, 2027—the 100th
anniversary of the establishment of the
People’s Liberation Army (PLA).

Few analysts look beyond Taiwan
to other potential PRC land grabs. So,
if Hong Kong was for breakfast in 2019,
and Taiwan is for lunch no later than

n‘ U.5. military bases
® U5 allies

~ Countries that cooperate militarily with the U.5.

2027, then what’s for dinner? Specifically,
after it digests Taiwan, what region does
PRC plan to acquire?

Key to examining where the PRC
can expand is the set of opposing states.
U.S. allies are listed according to their
relationships with the U.S.:

Countries cooperating with China
include the Islamic Republic of Iran,
Myanmar, Laos, North Korea, and
Russia. Pakistan, Sri Lanka, Vietnam,
and Malaysia, cooperate with U.S. and
China. Consequently, due to Russia,
Japan, South Korea and the U.S. ter-
ritories of Guam, Hawaii and other is-
lands, China cannot expand east and
northeast without risking a major war.
To the southwest, China and India are
at loggerheads—including minor bor-
der clashes. PRC’s remaining option
for expansion is Southeast Asia and the

India

iland
Myanmar m

Sri Lanka
Singapore

&I:;:l;‘lalavsii ._

C of

South China Sea (SCS)—also called the
West Philippine Sea (WPS) or the East
Vietnam Sea (EVS).

I The Nine-Dash Line & EEZs

The PRC claims 90 percent of the
SCS based on “discovery” of a 1947 map
that consisted of nine-dash lines. This
map was updated in 2009 [see map].
The SCS is the fifth largest ocean in the
world—it is 1.35 million square miles
and is larger than India.

The PRC claims the SCS in con-
travention of rules established by the
United Nations Convention on the
Law of the Sea (UNCLOS) regarding
how much area a country is allowed to
claim as its exclusive economic zone
(200 nautical miles). The PRC has ad-
vanced its territorial claims to the SCS,
and SCS countries have called the PRC’s

b

% :, -~
South Korea

Taiwan

Philippines Guam
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' Countries that cooperate militarily with the U.S. and China

" Countries that cooperate militarily with China
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expansionist policy illegal. In July 2016,
the Philippines won a ruling by the
Permanent Court of Arbitration in The
Hague against the PRC that concluded
that “[t]here was no legal basis for China
to claim historic rights to resources
within the sea areas falling within the
‘nine-dash line.”

B Exclusive Economic Zones
The SCS large oil and gas reserves
explain the PRC’s interest in the region.
For example, China claims that SCS
could hold as much as 213 billion barrels
of oil, or the equivalent of 80 percent of
Saudi Arabia’s known reserves. Natural
gas estimated reserves in the SCS are

The PRC has conflicting EEZ claims against Vietham,
Philippines, Brunei, Malaysia, Indonesia, and
Taiwan.

The PRC has conflicting EEZ claims
against Vietnam, Philippines, Brunei,
Malaysia, Indonesia,
Taiwan is in part of the area included
in the nine-dash line map claimed by
PRC. Therefore, taking over the rest of
the SCS would conclude the PRC’s initial
expansion into southeast Asia creating
new boundaries with the Philippines,
Malaysia, Brunei, and Indonesia. The
PRC’s new borders would be a short
distance by sea from Singapore (only
375 miles from the nine-dash line),
Cambodia (550 miles), Thailand (660
miles), and Japan.

Assuming that PRC would control
Taiwan, Vietnam, and the Philippines

and Taiwan.

would have the largest areas of conflicting
claims with the PRC in the SCS. Vietnam
claims an ocean EEZ of 538,650 sq mi.
The PRC claims 70 percent of Vietnam’s
EEZ (~377,389 sq mi) with their Dash
Line claim. The Philippines claims an
ocean exclusive economic zone that
covers 874,064 sq mi. The PRC claims
about 50 percent of the Philippines’s EEZ
(~437,000 sq mi). The small country of
Brunei would lose 90 percent of their
EEZ. Malaysia would lose about 40 per-
cent of its EEZ. Finally, Indonesia would
also lose some of its EEZ to China, north-
east of Natuna Island.

inFOCUS | Winter 2022

about 16 trillion cubic meters, compos-
ing a third of China’s total oil and gas
resources, and equaling 12 percent of
the world total reserves if they gained
control of the entire SCS. The U.S. has
less gas reserves than the SCS (but more
than mainland China) with an esti-

I Sea Lanes of
Communication

Another factor that guides PRC’s
expansion is commerce that transits
through SCS waters—sea lanes of com-
munication. By securing the SCS, China
would prevent other states from affect-
ing their commercial shipping lanes
while holding at risk other countries’
major economic trade routes. It is the
second most used sea lane in the world.

Could Vietnam be the next target
of the PRC? The PRC has an 800-mile
long land border with Vietnam. On 17
February 1979, the PRC forces crossed
the border and invaded Vietnam. The
PRC cited three reasons to justify its ag-
gression: the Vietnamese had attacked
the Khmer Rouge of Cambodia, the
Vietnamese had occupied the Spratly
Islands which were claimed by China,
and the Vietnamese were mistreating
Vietnam’s ethnic Chinese minority.
The fighting ended on 16 March; both
sides suffered approximately 30,000
killed, and the PLA withdrew except
for 23 square miles. The Vietnamese

The SCS large oil and gas reserves explain the PRC’s
interest in the region ... Chinese officials sometimes
refer to SCS as their Persian Gulf.

mated 13 trillion cubic meters. Chinese
officials sometimes refer to SCS as their
Persian Gulf. Other economic reasons
include the lucrative illegal fishing con-
ducted by Chinese fishing trawlers in
the EEZ of the SCS countries. The eco-
nomic potential under the sea includes
vast fish resources along with the largest
coral reserves in the world. Fishing wars
between the PRC and the many nations
in the SCS have already begun and frus-
trate SCS countries.

call this war the War against Chinese
Expansionism whereas the PRC called
it the Defensive Counterattack against
Vietnam.

Vietnam and China had border con-
flicts until the Soviet Union fell in 1991.
Sino-Vietnamese relations improved un-
til 2012 when Vietnam claimed Spratly
Islands and the Paracel Islands as part
of its territory. Conflict was exacerbat-
ed when Vietnam claimed oil and gas
rights in its EEZ, and the PRC rejected



that claim. Between 2013 and the pres-
ent, the PRC attacked and sunk some
Vietnamese fishing boats. Vietnam is a
communist country and has sought to
continue good economic relations with
the PRC; 22 percent of Vietnam’s inter-
national trade is with the PRC. However,
Vietnam does not want to become a vas-
sal state as they have been treated during
China’s history, Vietnam’s leaders have
sought to counter PRC’s influence by ac-
quiring U.S. defense equipment.

I The Timeline Thus Far

To avoid a direct conflict with the
rest of the world, the PRC has two options
modeled on Russian takeover of parts
of Georgia and Ukraine in the past two
decades: (1) a “sea-grab” of SCS islands
either by salami tactics (a few slices at a
time), or (2) many islands at one time.

One likely scenario would be for the
PRC to take a few strategic islands from
one of the other countries that control
these islands just as it did against the
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Vietnamese or Philippines. Another sce-
nario would involve a false flag opera-
tion, such as a staged action against the
PLA Navy or the PRC Coast Guard or a
PRC fishing vessel to instigate a “justi-
fied” reprisal. Conveniently, the swift ac-
tion would involve a sweeping takeover
of some or all of that countries’ islands
in the SCS.

Focusing on the SCS, below is an ab-
breviated timeline of important events:

o 1951: PRC Premier Zhou Enlai claims
the inviolable sovereignty of the PRC
of the Spratly Island and the Paracel
Islands in SCS

o 1974: PRC takes the Paracel Islands,
Yagong Island and Crescent group reef
from Vietnam

o 1988: PRC takes south Johnson Reef
from Vietnam sinking three ships and
killing 74 Vietnamese sailors (Spratly
Islands)

o 1992: PRC passes Law on the
Territorial Sea claiming most of the SCS

o 1994: PRC occupied Mischief Reef
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from the Philippines (Spratly Islands)

e 2009: PRC publishes an updated ver-
sion of the Nine Dash Line map claim-
ing most of the SCS

+ 2012: PRC takes Scarborough Shoal
from the Philippines

o 2012-current: PRC military buildup
of SCS occupied islands.

I American Policy

On 11 July 2021, U.S. Secretary of
State Antony Blinken stated, “an armed
attack on Philippine armed forces,
public vessels, or aircraft in the South
China Sea would invoke U.S. mutual
defense commitments under Article
IV of the 1951 U.S.-Philippines Mutual
Defense Treaty.” The PRC could inter-
pret this statement by the Secretary
of State as a paper promise since the
Obama Administration did not inter-
pret the treaty as covering SCS islands.
The PRC tested U.S. resolve to pro-
tect the Philippines when the U.S. did
not respond to the 2012 PRC taking of
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Scarborough Shoal that is clearly within
the Philippine EEZ. The PRC demon-
strated salami style encroachment on
Vietnam and the Philippines. Vietnam
is more exposed to PRC aggression by
the lack of a defense treaty with the
U.S. Recall that the PRC seized the
Vietnamese Paracel Islands in (1974),
south Johnson Reef (1988), and harasses
Vietnamese fishing boats and oil explo-
ration efforts in the SCS.

If the PRC decides to take some or
all of Vietnam’s or the Filipino islands
in the SCS, how would they conduct the
operation? The main PLA Navy and Air
Forces needed can be forward deployed

from Hainan Island military bases to the
currently PRC occupied Spratly Islands,
Paracel Islands, and possibly other loca-
tions, such as Scarborough Shoal, that
will likely be militarized in the future.

I The SCS Triangle of PRC
Controlled Islands

Examining the above map, note
the following regarding the three main
island groups in the SCS according to
their territorial claims:

o Paracel Islands (Northeast SCS):
China, Taiwan, and Vietnam contest
their sovereignty. Since 1974 China has
occupied them after forcing Vietnam out.

Chinese strategic triangle
in the South China Sea
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o Spratly Islands (central SCS): China,
Taiwan, and Vietnam claim all of the ap-
proximately 200 islands, while Brunei,
Malaysia, and the Philippines claim
some of them. Vietnam controls the
greatest number of them.

o Scarborough Shoal (Northwest SCS):
China, Taiwan, and the Philippines all
claim the shoal; China took control of it
from the Philippines since 2012.

By controlling some islands in the
three strategic areas of the SCS, the
PRC has the ability to expand its posses-
sions rapidly and to protect them from
interference from nearby countries and
countries outside of the area.

Note: The PRC made non-binding
agreements not to militarize the SCS
including Scarborough Shoal with
President Obama and Secretary Clinton
in 2012. The PRC, to date, has abided
only with its promises regarding the
Scarborough Shoal. The PRC has bro-
ken promises on the SCS and violated its
treaty with the UK on Hong Kong. The
PRC could also break its promise to not
militarize the Scarborough Shoal.

I What Happens After
Dinner? Dessert

In conclusion, the above analysis
argues that after it occupies Taiwan,
the PRC will attempt to take over some
of Vietnam’s and the Filipino Spratly
Islands. In a worst-case scenario, the
PRC could seize all Vietnamese and
Filipino EEZs in the Nine Dash Line
area. This strategy maximizes PRC’s se-
curity and expands the sea area that they
can control for its resources, as well as
controls the shipping lanes. If the PRC
regime decides to control the SCS, they
would have to take all the remaining
countries’ islands within the PRC Nine
Dash Line area, such as those controlled
by Brunei, Malaysia, and Indonesia.

GUERMANTES LAILARI is a re-
tired US.A.F. Foreign Area Officer
specializing in the Middle East and
Europe as well as counterterrorism, ir-
regular warfare, and missile defense.



An Asia Command Structure
to Meet the Challenge

by STEPHEN BRYEN

ven under ideal circumstances

for the U.S. government, deal-

ing with a possible confrontation

with China is a problem that is,
in many ways, intractable. And our cir-
cumstances are far from ideal. The U.S.
economy is dangerously and closely
linked to China, particularly in the high
tech sector, making confrontation risky
economically for both parties, but espe-
cially for the United States. China has
also grown a significant military which,
even though it is untested, presents a
formidable problem for a status quo
power such as the U.S. In addition, be-
cause of the long wars that took place in
Afghanistan and in Iraq, the condition
of the US Army and Air Force are, to put
it mildly, considerably degraded.

Beginning with President Barak
Obama’s so-called “pivot to Asia,” the
Pentagon has been trying to figure out
how U.S. forces would operate in the re-
gion and what would happen in a real
conflict. To this end, the Pentagon has
sponsored a number of war game exer-
cises, simulations, and actual exercises
to test and assess capabilities. The results
have not been pretty and, unless there are
some profound changes, the attitude of
American military leaders is and will re-
main to avoid conflict with China.

To add to the malaise and depres-
sion in decision-making circles there
are many voices, both inside and outside
the U.S. government, that see China as
a rising power with industrial punch
and scientific and technological prowess
that exceeds that of the United States.
Areas such as cybernetics, artificial in-
telligence, low observables (stealth),
quantum computing, swarming drones,

ceramics, and advanced manufacturing.
Global Times reports that “China’s an-
nual research and development (R&D)
spending grew 169 times over from
about 14.3 billion yuan ($2.21 billion) at
the beginning of the 1990s to 2.44 tril-
lion yuan ($378 billion) in 2020. Based
on exchange rate conversion, China’s to-
tal R&D expenditures overtook Japan’s
in 2013, becoming the world’s second
after the U.S.”

I Developments in the Region

Washington’s problem is exacer-
bated by three related developments —
Taiwan, Japan, and regional peace and
security.

The most explosive is Taiwan be-
cause China has raised the stakes over
Taiwan’s future, demanding that Taiwan
be formally reincorporated into China.
China has carried out extremely aggres-
sive and risky air operations in Taiwan’s
declared air defense identification zone
(ADIZ), forcing Taiwan to constantly
scramble aircraft and the PLA-Navy has
complimented the air operations by dem-

America has no formal obligation
to protect Taiwan and even the Taiwan
Relations Act (TRA) of 1979 does not
provide any assurance to the Taiwanese
that the U.S. would come to help them.
However in 1996, when China carried
out an extremely threatening missile
exercise focused on Taiwan and began
assembling invasion forces, Washington
responded by sending two aircraft car-
rier task forces to position between
China and Japan. China pulled back
from the brink. In the intervening 25
years, China has been devising ways to
neutralize U.S. aircraft carriers and push
the U.S. back so that coming to Taiwan’s
assistance, at least by sea, has become
fraught with problems.

Japan is not immediately threat-
ened, but the Japanese know very well
that Taiwan’s fate could also prove fatal
to them. There is no love lost between
China and Japan. In fact, the Chinese
have a distinct hatred for Japan mainly
related to the second Sino-Japanese War
(1937-1945) that took millions of Chinese
lives, military and civilian, and involved

China has carried out extremely aggressive and risky
air operations in Taiwan'’s declared ADIZ, forcing
Taiwan to constantly scramble aircraft...

onstrating power at sea around the is-
land, including sea invasion exercises. To
further unsettle the Taiwanese and the
Americans, China has allowed its mili-
tary to significantly increase its boasting
about how Taiwan would be destroyed.

atrocities including the use of chemical
and biological warfare. Japan is pro-
tected by the United States, and the U.S.
has air and naval bases on the Japanese
islands and Okinawa, but should Taiwan
fall, Japan’s position would be more
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precarious, and the Chinese would cer-
tainly push them very hard to termi-
nate U.S. bases and other operations in
Japan. Even now, China is exerting pres-
sure on the Japanese, making territorial
claims in the Senkaku Islands and even
Okinawa, and challenging Japan’s navy
and air force. Japan is quite nervous

the Taiwan Straits consistently anger
the Chinese.

I What Should the U.S. Do?
American leaders can try to maintain
the status quo as far as possible by con-
tinuing sea patrols, showing the flag in
friendly ports and carrying out exercises

...should Taiwan fall, Japan’s position would be more
precarious, and the Chinese would certainly push
them very hard to terminate U.S. bases and other

operations in Japan.

about where all this is headed, regard-
ing with trepidation America’s appar-
ent lack of clarity, and demonstrated
unreliability, especially in the wake of
Afghanistan. There are important voices
in Japan saying Japan should not follow
the U.S. strategic lead.

I A Status Quo Power

A status quo power must maintain
peace and security, which for the U.S.
means demonstrating that it can and
will insist on open sea lanes of com-
munications, start with negotiations
not force, and a responsible approach
to interstate relations. When China il-
legally seized the islands and reefs in the
South China Sea, the U.S. did not make
threats, but began freedom of naviga-
tion exercises. However, even sailing
ships past heavily defended Chinese
outposts is becoming precarious, as
China has chased away American ships
and aircraft and may have caused dam-
age to a U.S. submarine, a Seawolf class
nuclear attack submarine, that may have
been fed false sonar information lead-
ing to an accident that injured seamen
and forced the submarine to the sur-
face where it limped back to Guam (as a
nuclear submarine showing up in Japan
is too politically complicated). Things
are not much better further north and
east. For example American patrols in
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with allies and friends to remind China
that the U.S. intends to remain a player in
the region. Unfortunately, the status quo
cannot be maintained for very long in
this manner, partly because China keeps
growing more powerful and aggressive,
partly because our allies will realign with
China at least as a stopgap as America’s
power fades, and partly because they can-
not depend on Chinese patience.

There are tensions within Chinain at
least two crosscutting ways: in the econ-
omy, caused by heavy speculation and
corruption, something that has never
disappeared in China’s history; and be-
tween an assertive military class and ci-
vilian authority that could translate into
a leadership conflict unless the military
is palliated. For the U.S., this can mean
a breakout by Chinese authorities who

Obviously, it is in the U.S. interest
to try and block a devolving situation if
that is possible, but the issue is how to
change the game effectively enough to
push back on evolving and enlarging
Chinese threats?

When the Pentagon ran its war
games and simulations, its framework
was always the U.S. as the single factor
intervening to save Taiwan. There is some
truth in looking at the problem that way
because in fact, there is no other frame-
work at present where the U.S. can ally
with others to strengthen deterrence.

Unlike Europe, where NATO has
been a successful counterbalance to
Soviet, and now Russian power, in Asia
there is no such thing. It is also signifi-
cant that the strength of our partners
in the region is far below what is desir-
able. That is what happens when the U.S.
is the dominant leader regionally; the
same happened in Europe (hence big
countries such as Germany irresponsi-
bly underfunded their military and un-
derinvested in defense).

I An Asia Command
Structure

Japan has a tiny defense budget and
almost no army (the fact that it is called
a “self-defense force” is a tipoff).

Taiwan has spent less than it could
have, its excuse being that the U.S. its
only source of defense equipment other
than France in the past, delayed and of-
ten refused to provide front line equip-
ment. For example, the Taiwan Navy,

With upgraded and new F-16s, Taiwan can inflict
damage on the Chinese air force and sink Chinese
ships if it must...

decide that the best way to solve internal
problems is to externalize them while, at
the same time, exploiting both Chinese
nationalism and ancient hatreds.

other than four rapidly aging French
Lafayette class cruisers, is a mess made
up mostly of cast-off obsolete US Navy
ships. Taiwan has four submarines: two



Taiwanese soldiers watch as a Chinook helicopter carrying a large Taiwan flag flies over
a military camp.

Guppy-2 class U.S. diesel submarines
from the 1950’s, and two ailing Dutch
submarines from the mid-1980’s. One
is under refurbishment this year, and
another is barely operational. Taiwan
is getting new F-16s which are far bet-
ter than the old ones that they got from
President George W. Bush in 1992 which,
to the degree possible, are in being up-
graded with new radars and electron-
ics. Even its home-built F-CK-1 fighter
jets were deliberately underpowered
and limited in range by the Pentagon in
league with the State Department.

Had the Washington been serious,
it would have sold F-35s to Taiwan, built
modern submarines for the ROC Navy,
and provided air defense cruisers based
on the AEGIS system.

There are some bright spots. With
upgraded and new F-16s, Taiwan can
inflict damage on the Chinese air force
and sink Chinese ships if it must; Japan
has F-35s that can operate as air superi-
ority aircraft against the PLAF (China’s
Air Force). The U.S. could, and should,
move F-22s to Japan, because the F-22
can act as a deterrent. It is the aircraft
China is trying to emulate in its stealth
fighter bomber, the J-20, but is not there
yet. Likewise, the U.S. can move AEGIS

air defense cruisers and destroyers into
a regular patrol around Taiwan, mak-
ing it clear that China will have to face
the latest in U.S. air defense missiles in
the form of SM-3 Block IIs and SM-6s,
which are interceptor missiles supported
by AEGIS and by advanced radars on-
board these ships.

B The Missing Ingredient

The missing ingredient is a com-
mon command and control system
shared by the U.S., Japan, and Taiwan.
NATO’s Command Structure (NCS) is
the backbone of the European alliance.
It is comprised of permanent multina-
tional headquarters at the strategic, op-
erational, and component levels of com-
mand, distributed geographically and
commonly funded. It offers the oppor-
tunity to all allies to participate in, and
contribute to, the command and control
of all alliance operations, missions, and
activities across all military domains. It
allows forward deployed forces to oper-
ated in a coordinated manner and as-
sures that there is logistical support, ad-
equate supplies, and reinforcements.

A key advantage of a shared com-
mand system is that ports, harbors, and
airfields can be shared. This facilitates

supporting Taiwan and gives the
Taiwanese an option to use facilities in
Japan and Okinawa. Even more impor-
tant, it means that China may be able to
attack Taiwan’s airfields and harbors,
but China would find it far more dif-
ficult if many other facilities outside
Taiwan were part of the equation, in-
cluding aircraft and ships from the U.S.,
Japan, and Taiwan.

It is clear beyond any doubt that for
the U.S. to gain a force multiplier and to
have an effective way to deter China, an
Asia Command Structure (ACS) start-
ing with the U.S,, Japan, and Taiwan is
essential.

I Can Washington Get Its Act
Together?

So far, at least, the current admin-
istration has not put forward a coherent
policy on China; previous administra-
tions didn’t either. All were kicking
the can down the road, permitting
American industry to make money
in China, and hoping business would
somehow deter China from hasty re-
gional military action. Even now there
are voices, even in The Wall Street
Journal suggesting that China isn’t re-
ally a threat — it is all just bluster.

In short, Washington is combining
wishful thinking and the same failed ap-
proach that Nixon and Kissinger tried to
follow toward the USSR - it was called
détente, but it was not détente where the
U.S. provided technology and money to
the Soviets. China is expanding its nu-
clear arsenal and inflating its military in
ways that is dangerous and threatening.

The bottom line is that voices must
be raised to push the administration to
see the seriousness of the danger and im-
plement meaningful programs to push
back against the danger ahead. Setting
up an Asia Command Structure would
be a good place to start.

STEPHEN D. BRYEN, Ph.D., is a senior
fellow at the Center for Security Policy and
former director of the Defense Technology
Security Agency at the Pentagon.
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Facing China

An inFOCUS interview with CLAUDIA ROSETT

Claudia Rosett is a former staff writer and editor for The Wall Street Journal and a Foreign Policy Fellow
at the Independent Women'’s Forum. She has contributed to The New York Times, The Weekly Standard,
and other publications, and has testified before the U.S. Senate and House. Her work has focused
China and Hong Kong, North Korea, Iran, and the UN. She received an Overseas Press Club Citation
for Excellence in recognition of her on-the-scene reporting of the Tiananmen Square protests of 1989.
In 1994, she broke the full story of North Korean labor camps in the Russian Far East, reporting from
the camps. inFOCUS Quarterly Editor Shoshana Bryen had the privilege of speaking with her recently.

inFOCUS: LET’S START WITH HONG
KONG. NO ONE EVEN MENTIONS IT
MUCH ANYMORE, BUT WHAT CAN YOU
TELL US ABOUT WHAT’S HAPPENED
THERE? WAS THE APPLE DAILY RAID
A TURNING POINT?

Claudia Rosett: The raid was one more
in a long line of abuses. China has effec-
tively stripped away the rule of law and
the rights and freedoms that it promised
to Hong Kong under treaty with Britain
in 1984. That’s all gone. Even before the
protests of 2019 there were problems, in-
cluding the kidnapping of Hong Kong
book sellers who were offering books the
Chinese Communist Party cadres wanted
banned. China had been grinding Hong
Kong down for some time, but it was the
threat of a legal amendment that would
have allowed extradition of Hong Kong
citizens to China that sparked the huge
protests of 2019, which then turned into
protests more broadly about the depriva-
tion of liberties.

In mid-2020, while the world was pre-
occupied with the coronavirus pandemic,
China struck back, dealing a mortal blow
to Hong Kong’s freedoms by imposing a
“National Security Law” that, in effect,
empowers the administration to crimi-
nalize any form of dissent or pretty much
any behavior, they dislike. This includes
activities that in Hong Kong previously
qualified as normal, such as free assem-
bly and free speech. Elections to the leg-
islature were postponed for a year, while
pro-democracy lawmakers were run out
of office, some arrested, and a system
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already tilted toward Beijing’s flunkies
was tipped to the point of no return. Pro-
democracy books have been pulled from
schools and library shelves, Hong Kongers
have been arrested for peacefully holding
up blank placards, Apple Daily - a clarion
voice for freedom - has been shut down,
and its founder and publisher, democracy
advocate Jimmy Lai, has been locked up
in prison for activities such as attending a
Tiananman anniversary vigil and “incit-
ing” others to do so.

The so-called National Security
Law was concocted in Beijing, passed in
Beijing, and imposed on Hong Kong as an
addition to the mini-constitution, or Basic
Law, that governs Hong Kong. It starts out
promising good things - respect for hu-
man rights. But then it lays down condi-
tions both vague and draconian, sup-
planting Hong Kong’s long-established
system of justice with conditions under
which these rights are stripped away, an-
nihilated, blurred into meaninglessness.
Authorities in Hong Kong now wield vast
discretionary powers, basically account-
able to Beijing, not to the people of Hong
Kong. They have been using these powers
to sweep up a lot of the most prominent
democracy advocates. There were thou-
sands of arrests during the 2019 demon-
strations for democracy, and it just keeps
rolling on, silencing major voices for free-
dom and basic rights; jailing, threatening
and driving some into exile.

It’s a very bad sign that China is join-
ing the executive body for Interpol. China
claims people living abroad can offend the
National Security law without ever setting

foot in Hong Kong, and has issued arrest
warrants for a number of people in places
as far afield as Washington and London.
That isn’t about “national security,” but
about the Communist Party trying to
ensure that nobody, anywhere, does any-
thing Party doesn’t want them to do.

For many years, Hong Kong’s pro-
democracy activists would come to
Washington and ask Congress, the State
Department and the White House to
support them in their requests and de-
mands for the freedoms and democratic
representation that China had promised
as terms of the 1997 British handover.
Under the National Security Law that is
now treated as criminal. In fact, one of
the first arrest warrants they issued was
for someone originally from Hong Kong,
but now an American citizen work-
ing and living in Washington. What if
someone who might have done some-
thing the Communist Party of China
didn’t like in relation to Hong Kong
travels to, say, Russia, to the Middle East,
or to any place that might be inclined to
help China’s communist regime?

One more very important thing
about this law is that it established that
China’s internal security services would
operate in Hong Kong. That had been go-
ing on, covertly, for a long time, but it be-
came an open part of the procedure. You
now have the People’s Republic of China,
the Communist Party, directly involved in
running security services in Hong Kong.

iF: WE IN THE UNITED STATES SAW
ALL OF THIS. IF YOU WANTED TO SEE



IT, YOU COULD SEE IT. WHAT HAS THE
U.S. DONE TO HELP?

CR: The U.S. has said a number of things.
Laws were passed and penalties levied to
try and hold China accountable for Hong
Kong. The U.S. stripped Hong Kong of its
special trade status and did various other
things to express unhappiness.

But there was very little backup. For
President Biden, the first big moment
should have been the first big meeting
that Secretary of State Tony Blinken, and
National Security Advisor Jake Sullivan,
had in March, in Alaska, with China’s
foreign minister, Wang Yi, and a high
ranking member of the communist par-
ty. Blinken and Sullivan began by rais-
ing perfectly valid concerns about China
- the genocide in Xinjiang, the abuse of
Hong Kong, and so on. China bit back
ferociously with a torrent of propaganda,
accusing the U.S. of being an old, washed
up, used up, defunct relic whose time was
past, and a dreadful place to be.

Apparently, our envoys hadnt an-
ticipated this. They really didn’t do much
to rebut it, let alone turn the tables on
China’s regime and its atrocious treat-
ment of its own people.

Then, under President Biden, there
was America’s humiliating retreat from
Afghanistan in August. That sent a sig-
nal to China that they really don’t need
to pay a lot of attention to what we say,
threaten, or promise to defend. For all the
valor of our military, they saw us, under
Washington’s orders, turn and run.

iF: Do THE CHINESE TAKE THEIR
CUES FROM WHERE WE LEAVE, THEY
COME?

CR: That’s a good way to put it. But it’s not
only where we actually leave. They also
look for where we are weak, where they
can push or gain ground. We're seeing this
playing out all over Africa right now. They
want the resources, they want the votes
at the UN, they want influence where it’s
easy to get. They’re an immensely corrupt-
ing influence in places where corruption is

Claudia Rosett

already a big problem. And they have no
scruples about buying up a despot who can
give them quick access to influence.

I The Timetable
CR: China is looking for anything any-
where: diplomatically, territory, anything.
And, while there is debate over exactly
what triggered the timing in Hong Kong,
Xi Jinping clearly has a timetable and he’s
proceeding at speed. With Hong Kong,
he didn’t want this uppity, free enclave of
people who understood how democracy
works and demanded it. He dealt with that.
The protests were brought on in
2019 by threat of an extradition law, but
then came the National Security Law —
that process was already in the works.
Everything is framed as helping provide
safety and stability for people. We just
heard that same phrase from U.S. Defense
Secretary, Lloyd Austin - I cringe because
when China says that, it means conquest.
When we say it, what are we talking
about? We don’t have right now a real vi-
sion and plan.

I The Uyghurs
iF: ONE PLACE CHINA DOESN’T
HAVE TO RELY ON SOMEBODY ELSE’S

FORBEARANCE TO MAKE INROADS
IS IN XINJIANG. WHY DID THE GOV-
ERNMENT CHOOSE GENOCIDE FOR
THESE PEOPLE?

CR: China, since the communists took
over, has a horrible history of camps, of
places where they just “disappear” people.
They call it the Laogai, and when they
send somebody there, it’s just as horren-
dous as you might think. Think Gulag
Archipelago; China has that, and they
have for a long time. With the Uyghurs, in
particular, there are two things.

One is, Xinjlang occupies what
China’s Communist Party regards as an
important node in building the Belt and
Road project — the big trade (and debt-
trap) network that Xi Jinping initiated
in 2013, a year after he became General
Secretary of the Communist Party, the
year he took the title of President. While
it might seem fanciful right now, China is
building ports in places like Pakistan, in
Cambodia. They want to bring trade up
and in and out of Western China.

Xinjiang is potentially a hub. It’s rich
in resources. It connects to Central Asia.
We think of it as way out there some-
where, but China sees it as a place it wants
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to hook up with other footholds abroad.
For that, Beijing doesn’t want a popula-
tion that’s going to make trouble.

The other main reason is that the
Communist Party does not want any
challenges to power, and that means no
latitude for other ideologies, religions,
anything that might challenge one-party
rule. They've been persecuting Falun
Gong for decades now.

Officially, they pay lip service to
things like the Catholic church, but it’s
a front. And Uyghurs don’t worship the
communist party, they worship a Muslim
God. That’s not permissible.

There was the pretext in the begin-
ning about terrorism emanating from
the Islamic world. It is, of course, a real
problem. But China translated that into,
“We’re going to just destroy this whole
ethnic and religious culture.” That’s
what’s going on in Xinjiang. Because it’s
within their borders, they can easily do
it and it’s very hard for people to docu-
ment exactly what’s happening.

That’s the China’s
Communist Party is neutering anything
that might challenge its power, and in
Xinjiang, that means genocide. They’re
rubbing out the Uyghur culture, and kill-
ing and imprisoning Uyghurs as they do

bottom line.

win the Nobel prize? For saying there
should be pluralism in China.

It goes back to Mao, but Tiananmen
in 1989 is what Americans remember.
Protesters were asking for a greater say in
their government, for more accountabil-
ity. They built a Statue of Liberty — Lady
Liberty. The Chinese Communist Party
brought in the army to kill them.

iF: WHAT sHOULD THE UNITED
STATES DO?

CR: First we have to recover faith in
ourselves. We're a great country. We've
done amazing things. The post-WWII
Pax Americana was extraordinary, but
it is fading away. The withdrawal from
Afghanistan was a devastatingly danger-
ous event. The message was, we would
not stand up for people we’d backed -
for our allies, for our principles. That
we’ll just cut and run.

We need to reverse that. The question
is how do you build on one thing to get to
the next?

The immediate issue is the Iranian
nuclear program. It’s imbecilic to think
that this is going to be resolved dip-
lomatically at a negotiating table in
Vienna or anywhere else. It won’t be.

China’s Communist Party is neutering anything that
might challenge their power, and in Xinjiang, that
means genocide.

it, to do it. In Hong Kong, they are de-
stroying a great culture of freedom.

And look at the rest of China, the part
that would seem to be the privileged part
of China, Han Chinese. Remember what
we saw last year when the virus broke out
in Wuhan. They were welding people into
their homes. They had a lockdown of a
kind we have not even begun to imagine.

Liu Xiaobo, China’s Nobel Laureate
died in 2017. He spent the last years of
his life in prison, paroled only because
he was dying of cancer. For what did he
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What the Iranians have experienced for
decades at this point is that we don’t re-
ally hurt them except with sanctions and
they’re good at getting around sanctions
and China is very good at helping them.
It boils down to Iranian oil for Chinese
money and wares, including weapons.
There is a desperation with the
Biden administration to get back into
what was always a terrible nuclear
deal. And it wasn’t ever going to stop
Iran from getting the bomb. At most,
it was going to defer the problem until

President Obama left office in 2017.

I The Olympics Games and
the NBA

iF: THE ADMINISTRATION HAS AN-
NOUNCED A DIPLOMATIC BOYCOTT
OF THE OLYMPIC GAMES. , WHAT
HAPPENS WHEN YOU GET TO THE
OPENING CEREMONY AND THE U.S.
FLAG ISN'T THERE? WILL XI SEE
THAT AS AN AFFRONT TO HIMSELF
AND TO CHINA?

CR: To go to the Olympics, to do any-
thing that helps China’s celebration of it-
self as hosting the Olympics, is a bad idea.
They should never have been awarded the
Olympics in the first place and these win-
ter games should have been taken away
when evidence came out of genocide in
Xinjiang. They should have been taken
away with what happened in Hong Kong,
with China’s disappearance of its outspo-
ken star tennis player Peng Shuai, with
any of the tell-tale horrors that provide a
window on Xi’s communist rule.

China’s propaganda endlessly pro-
claims that China is ascendant, the ris-
ing power, the model of development, the
way of the future, and then denounces
America. Theyre doing it in spades right
now. The idea is to have a milestone and
say, “China has now hosted both the sum-
mer Olympics (in 2008) and now the win-
ter Olympics. China is the power at the
center of the 21st century universe.”

And the US Olympic Committee
is still planning that our athletes will go
and compete. We should be out of there
entirely. Everything and anyone we
send to underwrite or compete in those
Olympics dignifies them. These are not
the Olympics that you grew up with, un-
less you lived through the 1930s and saw
the Nazi Olympics in Berlin.

iF: IN 1936, WE DIDN'T KNOW THE
FULL EXTENT OF WHAT WAS COMING
NEXT. IN THIS CASE, WE KNOW MUCH
MORE MUCH EARLIER.

CR: These will be a very strange Olympics



in any case. China is not allowing foreign
spectators, only Chinese mainlanders. So,
this is Xi Jinping’s party, he controls the
scene. We shouldn’t be there.

Of course, it is the decision of the
US Olympic Committee, but President
Biden and his team have a lot of clout.
They have the bully pulpit. Even at this
late date, I'd like to see the Biden admin-
istration pressuring the International
Olympic Committee
Olympics from Beijing.

They delayed them a year in Japan
over the virus. There’s a far stronger case
for the IOC to say, “We find brutal repres-
sion at least as repugnant and dangerous
as the virus that came out of Wuhan.
We're going to move these Olympics, or at
least delay them till the day China has a
government worthy of hosting them.”

That would require the fall of the
Communist Party, but okay. Wait until then
and THEN have the Olympics in China.

to move the

I The Disappeared
iF: PENG SHUAI DISAPPEARED - SO
HAVE OTHER PEOPLE.

CR: Anyone who becomes in some way a
rival or a threat or a problem for China’s
ruling communist party tends to disap-
pear. We saw this happen with In 2017,
with a Chinese tycoon staying at the Four
Seasons hotel in Hong Kong. He was sim-
ply picked up in the middle of the night by
Chinese security and disappeared. They
rolled him out of the Four Seasons hotel.

Jack Ma, a Chinese tycoon who ran
the immensely famous, successful Alibaba
was taken down after he gave a speech
critical of China’s financial regulators.

Anytime someone creates or runs
something that gets so big that it’s a threat
to the central control of the communist
party, they choke it off. The Chinese ride
hailing service, Didi, was just brought to
heel. It’s like a mob boss, only with nucle-
ar weapons, running a country of 1.4 bil-
lion people.

Remember there was a Chinese of-
ficial running Interpol in 2018. China
abruptly “disappeared” him. They

(

Members of a women’s Uyghur group hold signs and flags as they demonstrate near the
Chinese consulate in Istanbul. (Photo: AFP)

summoned him back China, and sent
Interpol a message that he would not
return.

I The Military Requirement

iF: WOULD AN ECONOMIC ALLI-
ANCE - SOMETHING LIKE THE TPP
THAT INCLUDES THE UNITED STATES
AND OUR ASIAN ALLIES — MAKE THE
CHINESE NERVOUS AND THEREBY BE
GOOD FOR US?

CR: Yes. Something, anything, that basi-
cally gathers up friends of the United States
and says, “We're going to have a framework
for cooperating, and China is not part of it.”
But behind it you need military muscle to
enforce anything you set up diplomatically.
The rise of a totalitarian, malign China has
gone beyond the point where diplomatic
deals and trade deals alone are likely to
make the changes we seek.

We need deterrence, which means
a military well beyond what the Biden
administration is funding and building.
In addition, the “woke” drumbeat in the
military is alarming. It is not the job of the
military to be “woke.” Their job is to deter
and, if necessary, win wars. Not fussing

about eco-fuels and uniforms.

China is building hypersonic mis-
siles, which it tested this summer. These
are missiles designed to defeat U.S. air de-
fenses. We need to be looking at what we
do to ensure that they know we have a de-
fense and a response. We need to rebuild
our military so that China understands
it is unlikely to outgun us. We need to be
able to fight a two front war if we need
to. Then trade deals would have a much
greater chance of success.

The AUKUS [Australia, United
Kingdom, U.S.] alliance is the best thing
the Biden administration has done,
though just a start. The U.S. and Britain
will work with Australia to develop and
build an Australian nuclear submarine
fleet, to coordinate with our military
forces. This is a very good idea, though
the announcement was badly handled by
the administration, which offended the
French by failing to mention to them that
they’d lost their deal to supply Australia
with diesel-powered submarines.

We already have submarines patrol-
ling the Pacific - American submarines
— but China looks at Australia, a resource-
rich sparsely inhabited continent, and licks
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its chops. They don’t necessarily need to
conduct a full scale land invasion. They
can focus on corrupting the major institu-
tions, and taking over critical nodes, which
is what they’re doing in Africa right now.
Trade deals can be useful. Diplomatic
deals can be useful. All of this is good,
but it’s got to be backed by real military
muscle. Without that, in an increasingly
dangerous world, you don’t have much.

I Japan and Taiwan

iF: WHAT 1F THE UNITED STATES,
JAPAN, AND TAIWAN CREATE A CO-
ORDINATED COMMAND STRUCTURE
IN THE WESTERN Paciric. AUKUS
IN THE SOUTH AND JAPAN, TAIWAN,
AND THE U.S. IN THE NORTH. THAT
COULD MAKE CHINA PAY ATTENTION.

CR: Yes. If we are not a strong presence
in the Western Pacific, Japan doesn’t have
much backup. Japan sits on the front line,
sometimes called our unsinkable aircraft
carrier. And Japan is a democracy. That
was one of the great outcomes of victory
in World War II. Japan is looking with
great alarm as China has been jockeying
over Japanese islands that China claims.

The Japanese are an important, pow-
erful, major ally, and we should be coordi-
nating with them, and with Taiwan. Japan
has a very strong interest in the defense of
Taiwan, which is part of the island chain
that China is just trying to overrun. And
anything we can do to coordinate with
Taiwan, Japan, Australia, countries that
really have something to bring to the de-
fense of a free world order, the better. It’s
immensely important.

I Conclusion

iF: IF OUR GOAL WAS TO MAKE CHINA
FEEL BRITTLE AND FEEL INSECURE
ABOUT ITS FUTURE - WE KNOW
ABOUT THEIR FOOD PROBLEMS AND
DEBT ISSUES — WHAT COULD WE DO
TO ENCOURAGE THE CHINESE TO
FEEL THAT LIFE FOR THEM IS NOT GO-
ING TO BE THE YELLOW BRICK ROAD?

CR: Many Chinese know how bad things
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are. China’s overall economy is a big mess,
if you take a close look. We read, depend-
ing on how you measure it, that they are
outstripping the United States. In fact,
among the 1.4 billion people, just under
a hundred million are members of the
Communist Party, and they do pretty well.
For most of the rest, life is not so good.

Per capita income in China is noth-
ing remotely close to our own. If you re-
ally want to see income inequality, look to
China. They have miserable poverty there.
Not as miserable as it was after Mao beg-
gared the country with communist col-
lectives, that’s clear. But most mainland
Chinese have neither wealth nor freedom.

Important point: one of the most vi-
tal riches for human beings is freedom.
Some economic freedom was developing
in China under Deng Xiaoping’s reforms,
but under Xi, even that is being drained
away. They now have a social credit system
in which the government uses technology
to monitor and measure everything that
they do. There is surveillance everywhere.
Everything gets tracked.

What can be done is something that
the Trump administration, to its credit,
was doing quite well, especially during
its last two years. There was a series of
speeches from Trump officials expos-
ing China’s failings and deceptions in
real detail. Spectacularly good speeches
about China’s pilfering, looting, spying
- that led to shutting down the Chinese
Consulate in Houston - subverting world
trade systems, coopting universities, cor-
roding legal systems. They all pointed out
how dangerous China was becoming.

One of the most obnoxious state-
ments to come out of the Biden adminis-
tration was White House Press Secretary,
Jen Psaki saying in response to a question
about China’s testing of a hypersonic mis-
sile, “We welcome stiff competition.” That
is treating a very serious threat as if they
were making better sneakers.

It is one of the reasons no one from
America should be going to the Olympics.
We should be saying, “Here’s how bad it
is.” People in China will get to hear about
that. There are ways. People around the

world will hear about it.

iF: COULD THERE BE A REVO-
LUTION AGAINST THE CHINESE
GOVERNMENT?

CR: I would not bank on it, nor would I
write it off.

There’s tremendous unhappiness in-
side China. You see protests every so of-
ten. For instance, there was a big protest
in Wuhan, in the summer of 2019 just few
months before the virus emerged. They
were protesting the installation of huge
waste incinerators. But China’s authorities
have brutal ways of shutting these down.
The Tiananmen slaughter of 1989 is the
standout example, but the repression
carries on, in so many ways, off camera.
China’s communist rulers do not scruple to
kill, imprison, brutalize, and silence people
in order to block any hint of dissent. Will
there be a rebellion deposing communist
party? Don’t bank on that.. There are peo-
ple writing thrillers these days that posit a
coup in China. I'm not so hopeful.

China’s communist regime is prepar-
ing for war, and pursuing a course ever
more likely to ignite it. Terrible to con-
sider, but that looks a lot more likely right
now than a revolution inside China that
could succeed in overthrowing 72 years of
communist tyranny -- though I do believe
many of China’s people privately desire
greater freedom.

iF: THE WORLD LOOKED EQUALLY
THREATENING IN THE LATE ‘70S.
AND THEN REAGAN WAS ELECTED.
WE NEVER THOUGHT SOVIET COM-
MUNISM WAS GOING TO COLLAPSE.
BUT IT DID, WITHOUT A SHOT.

CR: If we get leadership in America that
approaches China the way that Reagan
approached the Soviet Union, there is
a chance that you could bring down the
communist party of China. But it would
take determination, backbone, and perse-
verance by the United States.

iF: CLAUDIA ROSETT, THANK YOU.



Opening of Demise
Beginning of the

(The
by JUN ISOMURA

arge-scale Chinese and Russian
naval forces carried out their
first joint sea patrol and exercise
October 17-23, 2021. It included
maneuvers and live-fire drills in the Sea
of Japan and Western Pacific. It had a
joint naval ship formation that included
10 Chinese and Russian warships and six
carrier-based helicopters. They navigated
more than 1,700 nautical miles around
Japan from north to south through two
Japanese straits. It seemed to declare

to attack Taiwan, the People’s Liberation
Army (PLAA) would likely pass through
Japanese international waters such as
the channel of the Yonaguni Island and
the Miyako Strait between Okinawa and
Miyako Island to besiege Taiwan.
Furthermore, China would need
to try to secure its command of the sea
and air in those straits to attack Taiwan
from its east coast side to block relief.
Even today, the PLA’s fleets, including
its aircraft carrier Liaoning and several

The wavering of the U.S. administration on the
issue of Taiwan is creating confusion in this growing
alliance...

the Free and Open Japanese Straits and
the West Pacific via the Free and Open
Indo-Pacific.

Chinese maneuvers forced Japan’s
Air Self-Defense Forces (Air-SDF) to
scramble more than one hundred times
in October, an indication of how closely
the Taiwan crises are related security of
Japan.

I Taiwan and Japan

Taiwan is Japan’s nearest neighbor
both geographically and psychologically,
and the increasing pressure by Beijing
on Taiwan is influencing critical areas
of Japanese national security thinking.
The Taiwan Strait is 81 miles (130 km)
wide. However, the westernmost inhab-
ited island of Japan, the Yonaguni Island,
is located only 67 miles (108 km) off the
east coast of Taiwan. In Beijing’s attempt

fighters, bombers, and ISR aircraft, con-
stantly pass the Miyako Strait - like lob-
byists passing up and down K Street in
Washington - just under the nose of U.S.
forces in Okinawa. They also navigate
often through the international water be-
tween Taiwan and Yonaguni Island.
Japan supports Taiwan as much
as possible on the civilian side, includ-
ing having sent a more than 4.5 mil-
lion doses of COVID-19 vaccines on six
air transports. Taiwan repaid the gift
with 1,000 oxygen enrichers and 10,000
pulse oximeters to Japan. The President
of the Republic of China (Taiwan), Tsai
Ing-wen, called it, “The circulation of
goodwill between Taiwan and Japan.”
In addition, the Japanese government
has said it would fully support Taiwan’s
application for membership in the Trans-
Pacific Partnership (TPP), which Beijing

-nd)

is also trying to enter. Believing Taiwan
should also be a member of international
organizations, the Japanese House of
Councilors unanimously passed the res-
olution to support Taiwan participating
in World Health Organization (WHO) in
June 2021.

0 Crisis of the Alliance

The wavering of the U.S. adminis-
tration on the issue of Taiwan is creat-
ing confusion in this growing alliance,
however, and more critically, sending the
wrong message to Beijing. Japanese secu-
rity policy on the emergency of Taiwan
assumes the operation of U.S. Forces
protecting Taiwan. Since Japanese Self-
Defence Forces (JSDF) are not permit-
ted to engage in acts of war under the
Constitution of Japan, the JSDF’s func-
tion at the crisis will be focused on logis-
tics, ISR (intelligence, surveillance, re-
connaissance), and relief/rescue support
of U.S. operations.

The question of increasing Japan’s de-
fense budget is perpetual, as it is in most
democratic countries, and is generally
under pressure from the U.S. to purchase
more American equipment. Clearly, a
well-equipped JSDF will be a deterrent
to the PLA, but it is deterrence without
rights of belligerency, an odd concept for
Americans. The Japanese Constitution
says, “No army, navy, air force, or another
war potential will ever be authorized, and
no rights of belligerency will ever be con-
ferred upon the States.” It follows, then, that
the Japanese defense budget is a pledged
cost of the alliance with the U.S. Even so,
Japan-JSDF shouldn’t hesitate to suggest
activities to the U.S. regarding what roles
and operations they can undertake.
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It is estimated that 70 percent of the
people would be evacuated from Taiwan
if Beijing attacked the island. It would be
critical for Japan to receive some of them,
including their business, industries, and
financial institutions, to allow them to
continue their lives and business activi-
ties. One of Japan’s considerations would
be the establishment of an ROC provi-
sional government in Japan. The National
Palace Museum, located in Taipei, has a
permanent collection of nearly 700,000
pieces of ancient Chinese imperial arti-
facts and artworks, making it one of the
largest of its type in the world. The col-
lection encompasses thousands of years
of Chinese art history from the Neolithic
Age to the modern. As Chiang Kai-shek
did when he escaped to Taiwan in 1949,
those collections should be under shelter
outside Taiwan, protected from Beijing’s
violence - in Japan.

I Beijing’s Two Aims - Taiwan
and the Western Pacific

There are two reasons for Beijing’s
determination to unify Taiwan with the
mainland. First, to complete the revolu-
tion of the Chinese Communist Party
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(CCP), ending the fight against Chiang
Kai-shek’s Nationalist Party of China
(NPC), that has been militarily dormant
since 1949.

Theoretically, the PRC is under the
guidance of the CCP. Therefore, what
Beijing’s Constitution called “One coun-
try, two systems” should be understood
by other countries as “One party, two
systems.” However, today, almost seven-
ty-three years after the ceasefire, ROC is
an independent and undoubtedly demo-
cratic state. It is conceptually a part of
China but not part of the CCP or the
mainland of China’s superordinate con-
cept of Beijing. The people of Taiwan do
not belong to Beijing or the CCP. Even so,
Beijing is enormously annoying to it.

Second, Beijing might seek to con-
trol the Western Pacific. This is the more
critical issue for Japan. Beijing will seek
hegemony in the Pacific west of Hawaii,
so-called the Third island chain. The
CCP’s dream is to divide west and east of
the Pacific between China and the U.S.

I Dividing the Seas
Beijing’s three fleets, the North Sea
Fleet (NSF) in Qingdao, East Sea Fleet

(ESF) in Ningbo, and South Sea Fleet
(SSF) in Zhanjiang, are best understood
by looking at the island chains. The
First Island Chain is principally com-
prised of the Kuril Islands, the Japanese
Archipelago, the Ryukyu Islands, Taiwan,
the northern Philippines, and Borneo,
and those include the South China Sea,
within the Nine-Dash Line, as well as
the East China Sea west of the Okinawa
Trough. The First Island Chain is the
Great Wall against Chinese sea power.

The defense of Taiwan does not only
support Taiwan’s security from Beijing.
If we lose Taiwan, it means a possibility
that the U.S. will lose the West Pacific. It
should be recognized as one of the more
critical strategic meanings of Taiwan. If
Beijing takes Taiwan, it will get free access
to the West Pacific from the east coast of
Taiwan. It will have a mega impact on the
strategy of the U.S. and its alliance. One
of the core interests of Beijing is to open
the great wall to the NSF and the ESF to
control the West Pacific.

Even now, there are some Chinese
activities in Okinawa and Beijing’s un-
limited expansionism might actually
claim the island one day. It would want
to run the US Fleet out of Okinawa to
complete its command of sea and air at
the Miyako Strait for free access to the
Western Pacific.

1 History of ROC

Taiwan has been tossed about be-
tween China and Japan for several cen-
turies. With the treaty after the First
Sino-Japanese War, the island became
a dependency of Japan. The Republic of
China was initially founded on the main-
land on January 1, 1912, by Sun Yat-sen,
following the Xinhai Revolution. The
Nationalist Party of China (NPC) has
been in existence since 1921, longer than
the CCP. Sun Yat-sen became the first
leader of the NPC in 1919 and was the
provisional first president of the ROC and
the first leader of the Kuomintang.

Therefore, he was the “Father of the
Nation” in both ROC and PRC, especially
the “Forerunner of the Revolution” in



PRC for his instrumental role in over-
throwing the Qing dynasty during the
Xinhai Revolution. Sun is unique among
20th-century Chinese leaders for being
widely revered in both mainland China
and Taiwan.

personality. And it looks like a self-affir-
mation that is far from a summary of the
party’s 100-year history.

Reflecting on the tragedy of the
Cultural Revolution (1966-76) due to the
excessive concentration of power in Mao

Even now, there are some Chinese activities in
Okinawa, and Beijing’s unlimited expansionism
might actually claim the island one day.

In 1945, Taiwan was placed under
the Republic of China (ROC) and in 1949
the ROC government moved there when
Mao Zedong captured the mainland.

I Grand Wisdom and Virtue

Grand Wisdom (the Goddess
Sophia) and Virtue as moral excellence
are the most strongly emphasized prin-
ciples of innate disposition as a sovereign
in the Orient, and Chinese Emperors
and leaders have been required to have
those senses since ancient times. Xi
Jinping, General Secretary of the Chinese
Communist Party, seems to be an out-
standing and capable apparatchik of the
CCP and a crafty schemer. However, he
appears to lack the disposition of a great
leader like Sun Yat-sen, Mao Zedong, and
even Deng Xiao Ping.

XiJinping seems to be the contempo-
rary “Father of the Nation” with attaining
the “great rejuvenation of the Chinese na-
tion” or “the Chinese Dream” as he said
in 2012, taking solid measures in many
directions both internally and external-
ly, on land and at sea. But it appears he
doesn’t have the philosophical leanings
and virtues of Sun or Mao. Expansionism
without philosophy is just “Wolf Warrior
Diplomacy.”

The CCP approved a resolution
on its history and achievements by the
6th General Secretary of the CCP’s
19th Central Committee (6th General
Secretary) on November 11, 2021. It ap-
pears to be a further consolidation of the
authority of Xi Jinping with the cult of

Zedong, Deng Xiaoping stipulated in a
historic resolution of 1981 that “any form
of the cult of personality is prohibited” in
the party code. However, at a press con-
ference on November 12, 2021, CCP of-
ficials justified the “cult of personality”
and added, “General Secretary Xi gives
a lot of people hope, and has not embar-
rassed the core of the party. “The People’s
Leader, has become the supreme com-
mander of the PLA, the era has requested
him, history has chosen him.”

Even before that, in 2019, Chun Han
Wong, a staff reporter for The Wall Street
Journal, wrote, “In party parlance, hon-
orifics are tokens of power and the title of
lingxiu, or ‘leader,” is most closely asso-
ciated with Mao, who was known as the
‘great leader.”

Xi emphasized at a roundtable dis-
cussion on November 12, 2021, “The
world faces the emergency that has not
experienced past one 100 years. We
meet the key period to realize the great
revival of people of China.” It is normal
for a leader to stir up crises to help him
lead the people, but Xi in fact faces diffi-
cult situations in every respect, including
party politics.

There is no absolute monarch in the
CCP. If Xi seeks to be such a monarch,
the CCP might face the same fate as the
Communist Party of the Soviet Union
in 1991. The history of China has always
been vicissitudes with endless intra-par-
ty strife and infighting. And leadership
without virtue is barbarous. The West
should be considering life post-Xi Jinping

and post-the CCP. The misfortune of Xi
Jinping will be he has not a prominent
partner like Zhou Enlai”

Beijing is escalating its tone of crisis
more emotionally, nervously, and runs the
risk of overreaction. Our “breath of air”
vague messages that make the candle flick-
er will simply send the wrong message to
them. The allies - Japan, the United States,
and others - should send a clear message
to Beijing that the critical situation on
Taiwan and in the West Pacific that the
CCP has caused will, in turn, cause cata-
strophic damage to the CCP regime.

I Steps for the Future

In Northeast Asia, there are three
military giants: the U.S., Russia, and
China; and three economic giants: the
U.S., China, and Japan. There are, how-
ever, sometimes considerable differences
in perception between the U.S. and Asia,
such as Japan, Taiwan, China, and even
North Korea, which was not so during
the era of the Pax Americana. At present,
Northeast Asia faces difficulties with its
security as China expands its influence,
and intertwined relations in the region.
It is essential to the region’s security and
stability to consider its economic devel-
opment by establishing a regional eco-
nomic development institution, includ-
ing Mongolia, Russian Far East, and
North Korea.

Japan should take the initiative and
take more of its role and responsibility
for resolving the differences in percep-
tion among the allies, perhaps holding a
practical tabletop exercise between the
U.S. Forces, JSDF, and Taiwan Forces.
And it will also be an essential work of
Japan to mediate between the U.S. and
North Korea, a separate subject, but criti-
cally important to American security as
well. Japanese diplomacy shouldn’t be
an accompaniment to U.S. policy, but an
independent, complementary position. It
will be required of Japan to strengthen its
diplomacy.

JUN
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Powering Ir

America’s

novation: Advancing
Sattery Technology

by NADIA SCHADLOW, ARTHUR HERMAN, and BRADY HELWIG

hanging consumer preferences

and government policies point

toward widespread future adop-

tion of electric vehicles (EVs).
Advanced lithium batteries are the prima-
ry power source for EVs. Unfortunately,
China dominates today’s battery supply
chain, from the extraction and process-
ing of critical minerals like lithium to the
production, packaging, and recycling of
battery cells. In today’s era of great power
competition, control of the supply chains
for advanced technologies such as lithi-
um batteries will have a direct impact on
national power. Advanced battery tech-
nology will go a long way toward deter-
mining economic leadership in the EV
market. The automobile industry is one
of America’s largest manufacturing sec-
tors and accounts for some 3 percent of
U.S. GDP.

But EVs and advanced batteries also
have important military applications.
EVs will function as mobile energy nodes
on the battlefield, providing power for
unmanned systems, communication
links, electromagnetic warfare systems
and more. These capabilities will help the
U.S. military conduct more decentralized
operations in contested regions. Beijing
long ago predicted the strategic shift
from fossil fuels to renewable energy
sources and, in response, has spent years
tightening its grip on the supply chains
for this critical technology. If the United
States desires to grow its EV industry, and
fully capitalize on the military capabilities
that batteries offer, policymakers must
develop a national battery strategy that:

o Makes and encourages investments in
mining, processing, battery production,
and recycling. Given the strategic
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importance of batteries and their inputs,
government support is necessary to build
a robust American battery industry.
Policymakers should leverage diplomatic
and economic tools to work with friendly
countries to ensure a sustained source of
critical minerals, plus offer incentives for
domestic mining and processing firms,
cathode and anode manufacturers, and

battery producers.

o Drives innovation in mineral
substitutes, next-generation  battery
technologies, = and  manufacturing

methods to minimize supply chain
vulnerabilities and leapfrog Chinese
suppliers. The U.S. must develop alternate

The U.S. should cultivate domestic bat-
tery talent by investing in educational
opportunities, supplemented by foreign
expertise where necessary.

I Understanding the Supply
Chain

The United States controls only a
tiny fraction of the advanced battery
supply chain. China dominates much
of the mining and processing of critical
minerals as well as cell manufacturing
and battery assembly. These bottlenecks
grant  Beijing significant  strategic
leverage: given the CCP’s penchant for
economic coercion, it is not difficult to

Beijing long ago predicted the strategic shift from
fossil fuels to renewable energy sources and... spent
years tightening its grip on the supply chains.

battery chemistries to substitute for
costly or scarce minerals, boost R&D
for next-generation battery technologies
and increase funding for improved
manufacturing techniques for lithium-
ion batteries.

« Uses DOD tools to strengthen the
supply chain for military batteries, with
a goal of putting new capabilities in the
field. DOD must employ its policy tools
to secure the supply chain for military-
grade batteries, which are built to more
extreme specifications than commercial
versions.

o Invests in workforce development and
talent programs across the supply chain.

imagine how China could weaponize the
battery supply chain against the United
States. The battery supply chain begins
with the production of critical minerals,
such as lithium and cobalt. Key metals
must be extracted from mines, then
chemically processed and refined in
special facilities. These refined minerals
are then used to create battery cells. Once
cells are produced, they are combined to
form modules, which are then wrapped
into battery packs—a process that takes
place in dedicated “megafactories.”

The last stage of the battery supply
chain, recycling, comes about during the
end-of-life cycle. Critical minerals make



up between 50 and 70 percent of the cost
of an EV battery.

Currently, the United States lacks the
capability to produce and refine many of
these minerals, while China remains the
leading global producer. In 2018, the U.S.
Geological Survey released a list of thir-
ty-five mineral commodities considered
critical to the economic and natural secu-
rity of the United States. That list includes
most of the minerals considered critical
to the production of lithium-ion batteries:
cobalt, lithium, manganese, and graphite.

Cobalt: Under the CCP’s “Go Out”
investment strategy, China has sought
to secure critical minerals from around
the world for its rapidly growing EV in-
dustry. This is evident in the global com-
petition for cobalt production. Cobalt is
one of the most potentially problematic
inputs for lithium-ion batteries, as pro-
duction is concentrated in politically
unstable regions: almost 72 percent of
the mined production of cobalt comes
from the Democratic Republic of the
Congo (DRC). This is problematic due to
humanitarian concerns, as reports sug-
gest that child labor is still used in some
Congolese cobalt mines.

While very little cobalt mining oc-
curs domestically in China, Chinese
companies have acquired stakes in for-
eign mines, particularly in the DRC, as
well as Papua New Guinea and Zambia.
Eight of the fourteen largest cobalt mines
in the Congo are now Chinese-owned,
accounting for more than half of the
country’s output. Thanks to the equity
positions Chinese companies have ac-
quired in foreign mines, “Go Out” policy
activities have reduced China’s reliance
on cobalt imports from 97 percent to 68
percent.

In addition to investing in the for-
eign mining of cobalt, China dominates
the upstream processes of cobalt supply.
Cobalt must be chemically processed
and refined before it can be used to make
batteries. In 2019, China accounted for
82 percent of the chemical processing
and refining of cobalt supply. Just three
Chinese firms are responsible for 46

An employee works on the production line of electric vehicle (EV) battery manufacturer
Octillion in Hefei, Anhui province, China March 30, 2021. (Photo: Rueters/Aly Song)

percent of the world’s total output.

Lithium: Lithium consumption for
batteries has increased significantly in
recent years, and as the world transitions
toward EVs, demand for the mineral is
expected to spike. A recent report from
McKinsey & Company anticipates a 340
percent increase through 2050, with 79
percent of growth projected to come from
battery demand. Today, most lithium
mining is concentrated in Latin America
and Australia; however, Chinese compa-
nies acquired mining operations in these
countries to the point where they control
much of the supply.

Chinese
Lithium, for instance, owns a 51 per-
cent stake in the world’s largest lithium
reserve, Australia’s Greenbushes mine.
Ganfeng Lithium, another Chinese min-
ing giant, completed a deal in 2019 to
secure 50 percent of one of the world’s

mining giant Tiangi

largest high-grade reserves at Mt. Marion
mine in Australia. As a result of these
efforts, China now holds direct or indi-
rect control over 70 percent of the global
lithium supply. Once mined, lithium, like
cobalt, must be processed and refined in
specialized facilities. China is also the
dominant player in this step, refining 59
percent of the world’s lithium in 2019.

The U.S. has the potential to develop
a lithium supply chain.

One American company, Albemarle,
is among the world’s largest lithium
companies and owns the only operational
lithium mine in the United States.
While sources of lithium are relatively
abundant in North America—the U.S.
has the fourth-largest reserves in the
world —there are significant barriers for
American companies associated with its
extraction.

Many of these challenges are
environmental and political: in January
2021, for instance, a second domestic
lithium mine site was approved by the
Trump administration, but it has faced
stiff resistance from organized camps of
environmental protesters and activists.
Another hurdle is the lithium refining
process: processing facilities are not only
expensive, but they are also extremely
energy-intensive, it difficult
for U.S. companies to set up domestic
operations.

Other Materials: Other minerals
necessary for lithium-ion EV batteries
include graphite, manganese, and nickel.

making

Graphite makes up the anode material
in most lithium-ion batteries, but China
dominates all aspects of this supply chain
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as well. Beijing controls about 65 percent
of the world’s natural graphite mining
capacity. Before graphite can be used in
batteries, however, natural graphite must
either be refined into spherical graphite,
or the material must be produced syn-
thetically. China produces 80 percent of
the world’s synthetic graphite and 100

account for over half of the total cost of
producing battery cells. China holds sway
over the majority of global cathode pro-
duction, some 61 percent in 2019. China
also dominates the production of anode
material, which is primarily graphite-
based. As noted above, China remains the
sole commercial-scale producer of spher-

The CCP seeks to bolster China’s national power
by means of zero-sum technological and economic
leadership, throwing the process of globalization
into reverse.

percent of the world’s spherical graphite.
The United States imports the majority of
its graphite from China.

The story is similar for manganese,
also an important input for battery cells.
While China has very little mined pro-
duction of manganese—only around 7
percent—it controls 93 percent of the
chemical refining process. The United
States has not produced manganese ore
domestically since 1970 and relies fully
on imports. Unlike manganese, nickel is
mined and produced in the United States;
however, imports still account for some
50 percent of total consumption. Despite
minimal mined production of nickel,
China is still able to dominate the up-
stream global supply of the mineral, as 65
percent of nickel chemical processing and
refining occurs in the country.

Cell Component Production: After
these minerals have been mined, refined,
and processed, they are used as inputs for
the components of the battery cell: the
cathode, anode, electrolyte, and separa-
tor. All of these major components have
supply chains of their own, but as with
raw materials, the production of these
component parts is dominated almost
entirely by China.

Most of the lithium, cobalt, and
nickel found in lithium-ion batteries is
used to produce the cathode, making
this component the most expensive part
of the battery. Indeed, cathode materials
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ical graphite used in lithium-ion battery
anodes, and it also controls manufactur-
ing for battery-grade synthetic graphite.
China produced 86 percent of all anodes
(natural and synthetic graphite). China
also dominates electrolyte production—
Chinese companies accounted for close
to 60 percent of production in —while
Japan controls the separator supply.

I Conclusion

Today’s world is changing at a diz-
zying pace. In the energy sector, the
shift toward EVs and renewable energy
promises to remake some of the world’s
largest industries. The CCP intends to
capitalize on this change. Chinese grand
strategy hinges on the assumption that,
in our technology-driven world, a coun-
try’s ability to control market share, do-
mestic production, and international
standards in high technology sectors has
become perhaps the most important fac-
tor in calculating national power. This
belief is driving CCP efforts to “seize the
commanding heights” in advanced tech-
nologies, including batteries and EVs. As
Chinese Premier Xi Jinping’s push for
self-sufficiency and “indigenous innova-
tion” demonstrates, Beijing has embraced
the logic of decoupling: the CCP seeks to
bolster China’s national power by means
of zero-sum technological and economic
leadership, throwing the process of glo-
balization into reverse.

The United States has no choice but
to reciprocate. Given the importance of
batteries as a source of geopolitical lever-
age, as a crucial enabler of next-generation
defense concepts, and as the key to com-
petition for economic leadership in the EV
industry, breaking Chinese bottlenecks in
critical mineral production and battery
manufacturing must be a strategic imper-
ative for the United States. To break free of
Chinese leverage, American policymakers
must communicate and implement a na-
tional battery strategy that builds a domes-
tic supply chain for advanced batteries, but
this strategy must be approached through
the lens of geopolitics. Such a strategy
should include the four steps:

1. Provide U.S. government support
for critical mineral mining and process-
ing, battery and cell production, and bat-
tery recycling.

2. Offer additional U.S. government
funding to boost innovation in cobalt-
and graphite-less chemistries,
generation batteries, and manufactur-

next-

ing techniques for lithium-ion batteries
through targeted investments.

3. Create DOD initiatives to secure
the supply chain for military-grade
batteries, and

4. Invest in workforce and talent
development programs.

Whether the United States can suc-
cessfully implement and resource this
strategy is another matter. Ultimately,
this may be a question of will—estab-
lishing a more resilient battery supply
chain will require years of sustained ef-
fort from dedicated policymakers. If the
U.S. intends to win the battery race, re-
framing energy policy as another front in
the U.S.—China strategic competition is a
crucial first step.
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China From Inside the

Trump Whi
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An inFOCUS interview with LTG KEITH KELLOGG, USA (Ret.)

LTG Keith Kellogg, USA (ret.) served as National Security Advisor to VP Mike Pence, and as Executive Secretary and
Chief of Staff of the National Security Council in the Trump administration. He is the author of a new book, War by
Other Means: A General in the Trump White House. inFOCUS had an opportunity to speak with him in December.

inFOCUS: SINCE IN THE 1970S, THE
U.S. HAS CONSIDERED CHINA A PO-
TENTIAL PARTNER IN THE WORLD;
A RESPONSIBLE STAKEHOLDER, AND
WE’VE DONE ALL KINDS OF THINGS TO
HELP THEM. WAS THAT A GOOD IDEA?
Is IT SOMETHING THAT CHANGED
OVER TIME?

Kellogg: Long answer to a short ques-
tion, when it started it was probably a
pretty good idea. But as time went on, we
should have modified how we did busi-
ness with them. It wasn’t until Donald
Trump realized that they really had an
economic hammer over us, limiting our
economic responses, that we said, “Okay,
this is the way they really are.”

That was compounded by what hap-
pened with COVID, when they were not
open with us. We asked them many times
to be open with us, to let us get into the
Wuhan Institute of Virology, from which,
frankly, there was at least an inadvertent re-
lease (of the virus). It was justa closed shop.

iF:  'WAS THERE AN ELEMENT OF
WATCHING THE CHINESE DEAL WITH
THEIR OWN PEOPLE IN THE EARLY
DAYS OF COVID THAT MADE THE
ADMINISTRATION UNHAPPY ABOUT
CHINA?

Kellogg: Yes on that one. When it first
started to break, Matt Pottinger, Deputy
National Security Advisor to the president,
came in. He’d been a Wall Street Journal
reporter in Wuhan years ago when SARS
first broke out. He told the president,

“They’re not telling you the truth. Theyre
lying through their teeth about what’s go-
ing on.” He said, “Look, something’s hap-
pened at the Wuhan Institute of Virology,
the BSL4 lab. They’re quarantining a city
four times the size of London, using their
military to do it. Theyre creating and de-
veloping and manufacturing hospitals on
a 24 hour basis and forcibly putting people
in them. They’re not talking to us about it.”

At the same time, Bob Redfield, who
is the CDC director, said he couldn’t even
get hold of anybody in the Chinese CDC,
which is important is because we were at
the time trying to contain it. If we had re-
alized what was happening, we could have
gone to mitigation fairly fast.

The president got really frustrated with
President Xi, so he talked to him. But he
was not forthcoming even when we asked
him to share. The president basically said,
“Okay, these people are not friends of ours.”
We saw that they didn’t help us by telling us
what the issues were, and the problem was.

We were actually 30 to 60 days be-
hind, and they did it deliberately.

iF: CHINA HAS A LOT OF PEOPLE IN
AMERICAN UNIVERSITIES AND RE-
SEARCH INSTITUTIONS. IS THIS A
TIME THAT WE TELL THEM ALL TO GO
HOME? IS THIS WHEN WE SAY, “WE
CAN’T DEAL WITH YOU ANYMORE”?

Kellogg: That should be at least an option.
It’s harsh and I know that. But these peo-
ple - the Chinese government, not Chinese
people — the Chinese government is send-
ing us messages and we’re not responding.

So maybe one of the messages we
send back is, “We are not going to let you
have your students come into the United
States.” It’s a penalty, and an unfortunate
penalty on students.

I China and Taiwan

iF: IN YOUR MILITARY VIEW, ARE WE
PREPARED FOR THINGS THAT THE
CHINESE MIGHT DECIDE TO DO EI-
THER IN TAIWAN OR THE JAPANESE
STRAITS OR ANYWHERE ELSE? How
ARE WE DOING MILITARILY?

Kellogg: Great question. People forget
that President Jimmy Carter abrogated
the defense treaty with Taiwan on his
own, and then Congress had to pass the
Taiwan Relations Act, which allowed us
to send them defensive materials for the
country. But there is no defense treaty
with Taiwan now.

Right now we could take actions to
help the Taiwan government out, to make
sure that they have a defensible island.
But it’s not as easy as people may think.
Taiwan Straits are 100 miles across. The
only way China is going to get there is by
using a pretty large amphibious invasion
force. So, the U.S. might decide to park
the USS Ronald Reagan in the middle of
the Taiwan Straits for a while. Send a mes-
sage to the Chinese that their provocation,
their air provocations especially, into the
Air Defense Identification (ADI) zone into
Taiwan is unacceptable.

They put more airplanes into the
Taiwan ADIin onedaythantheyputin four-
plus years of the Trump administration.
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We could turn to the Japanese and say,
“Maybe it’s time you change your consti-
tution. Change Article 9, which only gives
you a self-defense force, and instead have a
military that can be offensively oriented.”
Arm the Japanese and they’ve always been
a foil for the Chinese.

Diplomatically, we could say, “Maybe
it's time we reconsider the One China
Policy,” and then there’s no longer stra-
tegic ambiguity. There’s no ambiguity at
all. Taiwan is a friend, it's a democrati-
cally elected government. There are only
23 million of them, but we’re have to sup-
port them. This is a democratic nation that
is considered a pariah by the UN, and yet
you've got an authoritarian government in
China that sits on the Security Council.

These overflights into ADI are not
messages to Taiwan, they are to us and
to the rest of the world, “Stay out of the
Western Pacific, stay out of our backyard.
We will make it really hard on you.” We
have to stand up to that. And if we don’t,
then over time they will take over Taiwan.

I Russia

iF: IN ANOTHER PART OF THE WORLD,
BUT IN THE SAME CONTEXT, RUSSIA
NOW HOLDS EUROPE’S ENERGY SUP-
PLIES HOSTAGE. IS THAT THE WAY
THEY'RE GOING TO KEEP EUROPE
ouT OF UKRAINE? MAYBE THE
EUROPEANS DON'T WANT TO DEAL
WITH IT BECAUSE THEYRE CON-
CERNED ABOUT IT BEING COLD IN
JANUARY? MORE MESSAGING?

Kellogg: That’s a fair assessment. In fact,
there are those who think one of Merkel’s
biggest mistakes was finishing up the
Nord Stream II pipeline. I think that’s
right. The reason we sanctioned that last
piece when people said, “it’s only the last
20 miles” was that it was the hardest piece.
There was only one company in the world
that could do that deep work in the pipe-
line. So, we sanctioned it. So, they stopped.
But now that they’ve got it, 80 percent of
the natural gas coming into Germany
comes out of Russia. And that’s being held
hostage, which is why natural gas prices
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are so high in Germany now. They also cut
out Ukraine, which used to be the transit
point for natural gas that came through
Russia. Now they get nothing. Russia is us-
ing it as a lever because that’s how Putin
works, and he’s smart.

There’s also a
Europeans just don’t want to stand up to
the Russians any more than they do the
Chinese. Putin knows that. And he is go-
ing to see that the United States is not go-
ing to stand up for Ukraine either, even
though the Europeans want us to.

military  piece.

iF: WHAT’S THE DEGREE OF MILITARY
COOPERATION BETWEEN RUSSIA AND
CHINA?

Kellogg: I don’t see that much. They've
signed an agreement, but theyre very
different countries with different leader-
ship and governing styles. Their common
thread is President Biden. They're trolling
Joe Biden. Trump kept them oft guard by
picking up the phone and calling them
and he would actually separate them out.
He'd call Putin and he was always very
cordial with Putin; he also knew who he
was dealing with. And would call Xi, and
he would both keep them in but wouldn’t
let them get together. Now they've got-
ten together because they both know that
there’s a weak link and the weak link is the
president. Putin and Xi are different, but
they’re very similar in how they make de-
cisions. And they’re very, very ruthless.

B Punishment as Policy

iF: YOU WROTE IN YOUR BOOK ABOUT
THE US STRIKE ON THE SYRIAN AIR
BASE AFTER THEY CROSSED OUR RED
LINE ON CHEMICALS, AND ALSO THE
STRIKE ON SOLEIMANI. IT WAS PUN-
ISHMENT AS POLICY: YOU DO SOME-
THING BAD; YOU PAY A PRICE. CAN
THAT WORK IN PLACES THAT HAVE SE-
RIOUS MILITARY CAPABILITIES SUCH
AS CHINA OR RUSSIA, OR DOES IT JUST
INVITE RETALIATION THAT’S GOING
TO LEAD US TO AN ACTUAL WAR?

Kellogg: You have to ask yourself, “When

we start going up the escalation ladder,
where do we get off?” It might mean we're
going to go to war. But you have to make
sure your adversary understands they’re
going to pay an enormous price if they go
to war, and we’ll pay a price too. But if this
is where you want to go, you go.

One thing Donald Trump did was es-
calate so hard that a lot of people outside
the White House said, “We have no idea
where this guy’s going to do.” And that was
exactly the response we wanted. We want-
ed Khomeini to think, “I'm next.” And he
was. We told him, “We are coming after
you next if we have to.” When we took
out the airfield after Syria used sarin gas,
Assad was next on the list. And he knew
that. If you do that, they say, “Well, maybe
I don’t want to go there, because he’s will-
ing to pay a price.” You have to make a
very hard, conscious decision and have the
will to follow through.

iF: THEY HAVE TO BELIEVE THAT YOU
WILL DO THE NEXT THING.

Kellogg: We did that with Trump, and it
made everybody step back a bit. But I'd re-
mind everybody that he was the first presi-
dent in 28 years that did not start a major
war. People said, “I don’t want to get in a
fight with this guy.”

When the Russians were in Syria, they
used a mercenary group called Wagner,
run by one of Putin’s buddies. Three to
four hundred of them crossed into an area
where we were operating. We picked up
the phone and told the Russians, “Youre
encroaching on U.S. territory.” They said,
“No, no, it’s not us.” So, we just unloaded on
them. We killed over 200 Russians. We told
the Russians, “Well, you said ‘Tt wasn’t you.”

We sent a very, very strong message
to Putin, “Don’t screw around with us be-
cause we're going to make you pay a price.”

I Putting China on Notice

iF: WHEN YOU LOOK AT CHINA NOW,
NOT ATTACHING THIS TO POLITICS,
BUT AS YOU LOOK AT THE REGION
NOW, WHAT DO YOU THINK THE
UNITED STATES OUGHT TO BE DOING



TO PUT THE CHINESE ON NOTICE?

Kellogg: The first is economic, and that’s
where we push back. The second is mili-
tary. You've got to show the military re-
sponse and it doesn’t have to be direct
gun-tube-to-gun-tube. That’s the reason
I mentioned parking the USS Ronald
Reagan in the Taiwan Straits. You have
to push that. You can't afford to give up
Taiwan, because once you give up Taiwan,
the entire Western Pacific is wide open to
what’s happening.

You've got the economic piece, you
have the military piece, you have the cul-
tural piece. You mentioned, earlier, send-
ing Chinese students home.

And you have to get world opinion
with you, which is why we should have
held China accountable for the Wuhan vi-
rus. We were pretty darn sure it came out
of there. They're responsible. You need to
have them pay a price and push back on
them in every way you can. And hopefully
you bring world opinion with you when
you do that.

The Uyghurs are a cultural piece to
me. And I'm shocked that the Muslim
nations of the world haven’t risen up and
pushed back on the Chinese, given what
theyre doing in those camps. If it’s not
genocide, it’s close to it. And nobody’s
holding them accountable because they
see China as having more strength than
the United States. They say, “Why should
I hitch my horse to your cart when I'm
not too sure what you're going to do?”

iF: SHouLD THE UNITED STATES
THINK ABOUT SAYING TO THE NBA
OR TO THE OLymMPiCS COMMITTEE,
“WE DON’T WANT YOU TO DO THAT.
WE DON’T WANT THE NBA IN CHINA
WHILE THEY'RE DOING THIS; AND
WE'RE NOT GOING TO SUPPORT THE
US OLYMPIC TEAM IN BEIJING.”

Kellogg: T don't like using the Olympics
in politics. I think it’s unfortunate. I was
never in favor of what Carter did with the
Moscow Olympics. The fact is the games
should never have been put in China, but

LTG Keith Kellogg, USA (ret.)

once they did it, I don’t want to penalize
our sports men and women. I think it’s
apples and oranges when youre talking
about the NBA and the Olympic sports.
The NBA is taking a very active stance as
a professional organization and most of
their stuff is being made in China - plus
the broadcast rights.

I Afghanistan

iF: WHEN WE LEFT AFGHANISTAN,
THE CHINESE CAME IN LOOKING
FOR MINERALS AND RAW MATERI-
ALS, AS THEY'VE DONE THAT ALL
OVER CENTRAL ASIA AND AFRICA.
Is THERE SOMETHING WE CAN DO
TO COUNTERACT THAT? AND, IN
FACT, DID WE LOSE SOMETHING IN
AFGHANISTAN?

Kellogg: We looked at the economic
price — we had a business model drawn
up - for getting the rare earth materi-
als from Afghanistan. We were told it
didn’t make business sense. It was going
to be really tough and there were other
places to get what we need. My point to
the Chinese would be, “If you want to do
that, good luck.”

Where Afghanistan hurt our cred-
ibility in the world was in just walk-
ing out. It made a lot of people question

American leadership and whether we are
really serious.

I Conclusion

iF: I WAS GOING TO ASK YOU IF WE
COULD CLOSE THIS CONVERSA-
TION ON A POSITIVE NOTE. I THINK
YOU JUST GAVE US ONE, THAT THE
CHINESE ARE NOT GOING TO HAVE AN
EASY WALK IN AFGHANISTAN EITHER.
BUT IF YOU WANTED TO SAY SOME-
THING ABOUT WHERE THE UNITED
STATES IS IN THE WORLD AND WHERE
IT’S GOING IN THE WORLD, WHAT’S
YOUR POSITIVE MESSAGE FOR THE
READERS OF inFOCUS?

Kellogg: Ours is a great nation. Our people
are the heart and soul. I always remember
reading the three words to the preamble of
the Constitution, “We, the people.” And the
strength of our nation is the people of our
nation. We are really good and resilient.

Sometimes I'm not too sure our gov-
ernment is as good and as resilient as the
people. Too often, our government almost
seems to say, “Were going to get along,
hold hands, and sing kumbaya.” No. We
are a powerful nation, and we can use that
power for good.

iF: GENERAL KELLOGG, THANK YOU.

China: Inside and Out | /zFOCUS
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The U.S.-China Data Fight Is

Only Getting Started

by SAMANTHA HOFFMAN

n June, media reported that TikTok’s

U.S. privacy policy was updated to

say the company “may collect bio-

metric identifiers and biometric in-
formation as defined under U.S. laws,
such as faceprints and voiceprints.”
TikTok’s new policy also states it may
“share all of the information we collect
with a parent, subsidiary, or other affili-
ate of our corporate group.”

This poses enormous challenges
for U.S. policymakers, ones that go to
the heart of data collection in a global-
ized world. TikTok’s parent company
is Beijing-headquartered ByteDance -
one of China’s technology giants that
specializes in artificial intelligence and
machine learning-enabled social media
platforms.

It is standard practice for global
companies to acknowledge, via their
privacy policies, that user data may be
transferred, and when transferred, gov-
erned by foreign laws outside of their
own jurisdiction. Chinese companies
are not exceptional in this way. But what
is exceptional is the way the Chinese
Communist Party-state has used such
laws — and other tools — to give it ulti-
mate influence over digital technologies
and the flow of data.

I Without Consent

ByteDance’s own privacy policy
says it will share data without the sub-
ject’s prior consent if “the data relates
to national security, national defense,
public security, or public health” or
to “meet the requirements of relevant
laws, regulations, procedures, and judi-
cial proceedings.” The very definition of
activities that allegedly harm national
security is arbitrary at best in China. It
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effectively boils down to what the state
wants, the state gets.

Such expectations are not abnormal
for Chinese companies. They are the
rule.

The Trump administration’s efforts
to ban TikTok made headlines in 2020
- but the focus was on the wrong place.
Discussion centered around whether
the Chinese government could apply
pressure on TikTok to censor or influ-
ence content in the United States. But
the biggest worry should have been how
TikTok’s data could be fed back into
the data ecosystem being built by the
Chinese government.

I China’s Data Ecosystem

For the Chinese government, the
global data it seeks can be harvested
from multiple source types and through
various means. An obvious source is
malicious cyber intrusions—like the
January 2021 Microsoft Exchange hack

Most obviously, data (such as loca-
tion data) can enable the surveillance
of specific individuals, like the Pegasus
spyware found to target data from
phones of “lawyers, human rights de-
fenders, religious figures, academics,
businesspeople, diplomats, senior gov-
ernment officials and heads of state.” But
it also targets what is still a relatively iso-

lated group of people.
Less obvious are examples
like Global Tone Communication

Technology (GTCOM), which is the
subsidiary of a Central Propaganda
Department-controlled conglomerate. It
collects data through the machine trans-
lation products it offers — which are em-
bedded in solutions provided by globally
recognizable companies like Huawei.
For GTCOM, “real-time listening and
interpretation of cross-language data”
helps it support China’s state security
objectives by enabling “image recogni-
tion on top of text and voices” that can

...the biggest worry should have been how TikTok’s
data could be fed back into the data ecosystem being
built by the Chinese government.

allegedly perpetrated by Chinese securi-
ty agencies. But data can also be sourced
from less visible and far more normal-
ized means of data collection, which
leverage legitimate downstream data ac-
cess through digital supply chains.

“better prevent [state] security risks,”
said Liang Haoyu, GTCOM’s director of
big data.

But data collection like this does
not have to target specific individuals to
have relevance or use to a state actor.



Facial identification technology on display at the Smart China Expo.

I Broad Collection of Personal
Data

Technology companies from both
the United States and China have a
dominant presence across all key layers
like software applications, storage and
software infrastructure, hardware, and
carrier infrastructure. The difference be-
tween the two is largely in the way China
conceives of the data’s usefulness, which
goes beyond traditional intelligence col-
lection, as well as the ways China ac-
cesses data that extends into the normal
operations of Chinese-based companies
with a global presence.

Most of the 27 companies tracked
by the Australian Strategic Policy
Institute’s (ASPI) recently relaunched
Mapping China’s Tech Giants project are
heavily involved in the collection and
processing of vast quantities of personal
and organizational data—everything
from personal social media accounts to
smart cities data to biomedical data.

Dataapplications like TikTok collect
can be valuable for a number of reasons,
such as for sentiment analysis tracking
public feeling about particular events or
issues. With this information, the data
from platforms like TikTok not only re-
veals what messaging is effective or inef-
fective for particular demographics but
also how effective it is, in the same way
as U.K.-based political consulting firm
Cambridge Analytica used the data of
50 million Facebook users to influence
the 2016 U.S. presidential election — and,
allegedly, the Brexit referendum.

Similarly, data can support a state
in carrying out policies, including re-
pression of marginalized groups. A
Reuters investigation recently found
that genomics company BGI Group
used globally acquired data from its
prenatal tests to run analysis, including
for a study to detect mental illnesses
that singled out repressed Tibetan and
Uyghur minority groups.

I China’s 2021 Data Security
Law

China’s new Data Security Law, en-
acted in June, established that in China,
data will be collected, stored, and pro-
cessed in a manner that’s consistent with
the party state’s paramount security
concepts and objectives. As described in
a new ASPI policy report I worked on,
“Mapping China’s Tech Giants: Supply
chains & the global data collection
ecosystem,” the party’s Central State
Security Commission is directed under
the Data Security law to oversee “deci-
sion making and overall coordination
on data security work, and researching,
drafting and guiding the implementa-
tion of national data security strate-
gies and relevant major guidelines and
policies.”

This law applies not just to domes-
tic data-handling activities but also to
data-handling activity taking place “out-
side the territory of the PRC.” If those
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activities are seen to “harm the state se-
curity, the public interest, or the lawful
rights and interests of citizens” and orga-
nizations of China, they are to be pursued
for legal responsibility “in accordance
with law.”

Law, 2015 National Security Law, 2016
Cybersecurity Law, and 2017 National
Intelligence Law have reinforced. For
companies that host massive amounts
of data, especially data that originated
from other parts of the world, including

Hong Kong authorities have already charged U.S.
citizens and U.K. residents under the law for Hong
Kong pro-democracy activities.

The Chinese authorities have not
been shy about applying such laws related
to national security globally. Hong Kong’s
new state security law, enacted in June
2020, illustrates this. It criminalizes sep-
aratism, subversion, terrorism, collusion,
and support for any of those activities by
anyone in the world no matter where they
are located. Hong Kong authorities have
already charged U.S. citizens and UK.
residents under the law for Hong Kong
pro-democracy activities.

In an age where information war-
fare and disinformation campaigns
occur regularly across social media
platforms and are among the greatest
threats to social cohesion, data that is
about public sentiment is as strategically
valuable as data about more traditional
military targets.

I A Western Response

Western states urgently need an ef-
fective long-term framework for dealing
with data security risks emerging from
China and global operations of Chinese
companies.

No assurances from any individ-
ual China-based company - no mat-
ter how loud or compelling they may
be - can mitigate the political, security,
and supply chain risks that now come
with operating in China. The Chinese
Communist Party has absolute power
over China-based companies, which its
laws - including the 2021 Data Security
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the United States, the risks are now even
greater. Recent scrutiny of businessper-
son Jack Ma and his company Alibaba as
well as the investigation into ride-hail-
ing app DiDi Chuxing further reinforces
the party state’s willingness to exercise
its power to rein in China’s technology
giants and force them to adhere to the
party state’s interests.

The Biden administration has taken
an important and necessary step. This is
not a softer stance; it is shifting the focus
away from individual companies and
apps and, instead, is placing policy em-
phasis on the problems that stem from
the companies’ operating environments.

This reset does not mean compa-
nies like TikTok will face less scrutiny.
Instead, it points U.S. policy toward
seeking out systemic risk rather than
isolated cases of single firms, moving
on from the short-term and unsus-
tainable game of whack-a-mole that so
many governments have played with
Chinese technology companies, includ-
ing in dealing with 5G and issues with
Huawei.

The onus shouldn’t fall on govern-
ments alone. As I've argued in “Mapping
China’s Tech Giants: Supply chains &
the global data collection ecosystem,”
organizations must know and assess the
value of their data. They must also deter-
mine the value of that data to any poten-

The order calls for evaluating risks of applications,
such as TikTok, and if undertaken with careful
consideration, it offers a more long-term and much
needed policy reset.

Western policymakers are starting
to adjust to this reality. The Biden admin-
istration, for example, issued an executive
order in June protecting Americans’ sen-
sitive data from foreign adversaries. The
order calls for evaluating risks of applica-
tions, such as TikTok, and if undertaken
with careful consideration, it offers a
more long-term and much needed policy
reset. The administration also revoked
an executive order made by former U.S.
President Donald Trump that banned
WeChat and TikTok but did not go into
effect after a series of court defeats.

tial party in their supply chain that may
have access to it or that might be granted
access. Risk needs to be understood in
a way that keeps up with the current
threat landscape, in which otherwise in-
nocuous data can be aggregated to carry
meaning that can undermine a society
or individuals.

SAMANTHA HOFFMAN, Ph.D,, is a
senior analyst at the Australian Strategic
Policy Institute’s International Cyber
Policy Centre. Reprinted with permis-
sion  from  www.ForeignPolicy.com
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review by SHOSHANA BRYEN

halk up one enormous, smashing

political victory for President Joe

Biden and his administration: the

imposition of mask and vaccine
mandates on the American people in de-
fiance of a number of judicial rulings has
moved the discussion of COVID-19 away
from what it is, how it got here, who cov-
ered it up, and who paid the price.

China has disappeared from the
conversation.

Demonstrations, resignations, ag-
gravation - accompanied by inflation
and empty shelves - have wiped out
discussion of Chinese culpability and
American complicity. The World Health
Organization (WHO) and scientists who
participated in Chinese Gain of Function
(GOF) research and then claimed to be
neutral observers; media censorship of
dissenting voices on behalf of the insti-
tutions promoting the natural origins
theory; and where American money went
and for what purpose are, apparently, old
news. How much did antipathy toward
President Donald Trump influence the
media’s insistence that the virus had a
natural origin, and its censorship of any
other viewpoint? Apparently, a lot.

That’s why you need What Really
Happened in Wuhan by Sharri Markson.
Markson, an award winning Australian
journalist, begins at the beginning. The
real beginning, before November 2019.

BIG disclaimer here: there is a lot of
dense science all across the book. Although
Markson makes most of it intelligible to
lay readers, you don’t have to understand
all of the science to understand the big pic-
ture. An index would have helped us flip
back and forth to descriptions, people and
incidents that are important, but separated
by pages and chapters.

I It Happened in Wuhan

Chinese doctors and researchers
knew something was wrong in November
2019. Dr. Wang Lei pinpointed,

The moment when the denial of hu-
man-to-human  transmission truly
became a farce. When dead bodies
were piling, left to decay for days in
hospital corridors and on trucks, be-
cause Chinese health authorities re-
fused to officially record any deaths.
The bodies were for them nothing
more than a logistical problem.

Dr. Wang knew it was a new coro-
navirus but was forbidden by the gov-
ernment to discuss the diagnosis. Dr. Ai
Fen was right behind him and so was Dr.
Zhang Jixian.

Chinese chat rooms and organiza-
tions were on it. And in late December,
Marjorie Pollack and Larry Madoft of
the Program for Monitoring Emerging
Diseases (Pro-MED) in the U.S. were
digging deep. Countries and organiza-
tions asked WHO for information. On
December 31st, China acknowledged that
there was pneumonia in Wuhan - and
then swept social media sites of all refer-
ences to “unknown Wuhan pneumonia”
and similar phrases. On January 2nd,
the Wuhan Institute of Virology’s (WIV)
Director General wrote to her employees:

By order of the National Health
Commission, all relevant information
concerning the outbreak, testing, as
well as data results and conclusions
from experimental treatments should
not be published on social media and
should not be disclosed to the media
(including official media), partner

Really Happened in

What
really

happened

organizations (including technical
service companies.)

On January 26th, the Chinese mili-
tary took over the institute. China spe-
cialist Miles Yu believes, “The negligence
at China’s biolabs, especially the WIV,
was so dangerous that the PLA [Chinese
military] dispatched a general to take
over the facility soon after the outbreak
in Wuhan.” Scientists began disappear-
ing shortly thereafter.

But the chaos was just getting started.
Chapter Four, “Chaos,” and Chapter Six,
“Last Train to Wuhan,” detail the mess
- the disappearance of brave journalists
and doctors who tried to get the word
out. Don’t forget Chen Qiushi, who snuck
into the closed city and disappeared after
his Wuhan video was viewed more than
1.5 million times. Remember Li Zehua,
Fang Bin, Xu Zhiyong, Xu Zhangrun,
and friends Cai Wei, Chen Mei, and Tang
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Hongbo, Zhang Zhan, and an estimated
897 others who were punished by April
2020 for challenging Xi’s official propa-
ganda. The organization Chinese Human
Rights Defenders called China “the big-
gest prison in the world for journalists,
with at least 120 detained or missing.”

They are among the heroes.

In a later chapter, “The Missing,”
the Spanish-based human rights NGO
Safeguard Defenders describes residential
surveillance as “mass state-sanctioned
kidnapping” and “enforced disappear-
ance.” “Using data from court verdict
cases posted to the Supreme Court data-
base, we estimated that at least 28-29,000
people were placed into Residential
Surveillance at a Designated Location
by the end of 2019 since the system came
into effect in 2013.”

Former MI6 chief Sir Richard
Dearlove says of those who enter residen-
tial surveillance, “They’re either killed or
they end up in...the equivalent of concen-
tration camps.”

I The White House

While Markson calls the White
House “chaotic” in the early days, there
were American officials with an apprecia-
tion of the severity of the virus, including
Secretary of State Mike Pompeo and his
experts Daniel Pottinger and Miles Yu,
Secretary of Health and Human Services
Alex Azar, and National Security Advisor
Robert O’Brien. President Trump looks
pretty good. The President’s decision to
play “good cop” in an effort to maintain
relations with Chinese Communist Party
chief Xi Jinping was reasonable, particu-
larly as he was simultaneously stopping
traffic from Wuhan to the U.S. while the
media called him a racist.

Not surprisingly at this point,
Anthony Fauci looks pretty bad. And
Peter Dazcek and Lancet Magazine
should pay some terrible price for an ab-
sence of even minimal ethical standards,
publishing what they called a definitive
letter about the natural origins of COVID
while neglecting to mention that most
of the signatories were financially and
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professionally tied to virus research in
Wuhan. Markson names signatories and
their conflicts of interest.

B Lab Origin Discussion
Roadblocks

Markson points out that much of the
discussion of the possible lab origin was
shut down precisely because Trump and
Pompeo thought it might be a reason-
able avenue of investigation. The media’s
view of Trump was a driver in quashing
not only the lab origin theory but also
journalists and scientists who wanted a
broader investigation. Ditto any conver-
sation about treatment in advance of the
emergence of a vaccine. This is a huge
indictment of “mainstream” journalism
- and not only in the U.S.

The story of Australian scientist
Nicolai Petrovsky is chilling in more
than one way. Petrovsky had spent more
than 35 years researching and develop-
ing pandemic vaccines - including for
Ebola, avian flu, Japanese encephalitis,
West Nile virus, and against the SARS
and MERS coronaviruses. His goal in
this case was to find the transmission
path of SARS-CoV-2 from animals to
humans. If he knew which animal host
the coronavirus had infected before
transmitting it to humans, it would be
instrumental in designing a vaccine. In
March 2020, he uploaded to a supercom-
puter the genetic sequence from bats,
cats, dogs, pangolins, mice, civets, mon-
keys, hamsters, ferrets, horses, tigers,
cattle, and snakes as well as humans.
Petrovsky was shocked by the result.

Humans came out at the very top of
the list. That was not what we were
expecting, as the animal host from
which the virus had been transmit-
ted should have been at the top of the
list....data suggested the SARS-CoV-2
spike protein had uniquely evolved to
bind and infect cells expressing hu-
man ACE2.

He told his partner, LaTrobe
University Professor David Winkler,

“Please don’t think I'm crazy or a conspir-
acy theorist, 'm truly not, but basically,
I've formed a conclusion that we can’t
exclude the possibility that what these
results might be telling us is that this
could be a man-made virus.” But when
Petrovsky went to a “pre-print server” to
publish his paper, the server managers re-
jected it as “too hot.” Petrovsky said:

The paper was clearly being seen as go-
ing against the prevailing scientific po-
litical orthodoxy. They said the paper
should be peer-reviewed first, but this
was nonsense as the whole point of pre-
press servers is to make papers avail-
able before peer review. Obviously...
the scientific community had already
decided that only research suggesting a
natural origin should be allowed to see
the light of day.

Chapter 7, “Scientists Speak Out,” de-
tails the international group of scientists
who pushed for open discussion of mul-
tiple theories — in other words, real scien-
tists. Read their names, because like the
names of Chinese scientists and doctors
— they should not go unmentioned, even
though, happily, they remain at liberty.
Richard Ebright of Rutgers University,
virologist David Baltimore, physicist
Richard Muller, Roland Wiesendanger
of Hamburg University, Israeli geneticist
Ronen Shemesh, Dr. Steven Quay, ge-
neticist Yuri Delgin, and Professor David
Relman, among others.

But, although many scientists did
not think Petrovsky was crazy, and al-
though many shared his concern for
open discussion, everything from Nature
Magazine to Lancet strove to keep their
voices from being heard. Onlyin 2021 did
groups of professors and doctors make
headway, and it was June 2021 before
Nature Scientific Reports actually pub-
lished Petrovsky’s paper, perhaps because
the Trump administration was gone.

I Gain of Function
Gain of Function research takes
center stage in “The Scientists who



Knew.” Again, the specifics of the sci-
ence are dense, but suffice it to say that
long before the COVID outbreak in
November 2019, a great many scientists
argued that “the benefits of GOF” were
“minimal at best” and they could “far
more safely be obtained through other
avenues of research,” Steven Salzberg
of Johns Hopkins School of Medicine’s
Center for Computational Biology wrote
in 2015. He was seconded by others. In
fact, NTH funding for GOF research had
already been “paused” by the Obama
administration.

One who objected to the pause
was virologist Ralph Baric - who was
working at the time with Zhi Zhengli,
the Bat Woman at the Wuhan Institute
for Virology. Not surprisingly at this
point, Fauci argued that GOF benefits
outweighed the risks. “The same re-
search that international scientists said
should be banned, Fauci described as
‘important.”

GOF funding restarted in 2017 -
with no public debate. Fauci had one
meeting with the Office of Technology
Policy before the CDC restarted funding
subgrants to WIV. Health Secretary Alex
Azar, it appears, only found that out in

2021, when he was long out of office.

That should be a line of inquiry by
itself — who does what with American
funds and the imprimatur of the CDC
and NIH?

I Lessons for the Future

The good news is that throughout
the U.S. government, there were indi-
viduals who caught on early and were
dogged in their pursuit of the truth,
including lab theory, bioweapons pos-
sibilities, the dangers of GOF, and the
inability of China to be a constructive
partner. Aside from Secretaries Pompeo
and Azar, the State Department’s Tom
DiNanno and senior subject matter ex-
pert Dave Asher led a “Covid working
group” investigation “to get to the bot-
tom of where COVID-19 originated - be
it from a bat cave, a lab lead, or worse,
a WMD accident. We looked at why
China had covered up its propagation
and why elements of the U.S. govern-
ment appeared highly complicit.”

The bad news is that as vaccines
were developed, deaths receded, and
treatments have begun to emerge, the
real push to know more has almost dis-
appeared. While the American public

view of China has become decidedly
more negative, and the Pentagon is tak-
ing steps in the Pacific to enhance the
American/Western position, the White
House appears more interested in mask
and vaccine mandates - pressures on
American citizens. Markson is, herself,
decidedly pessimistic:

The world is still in the dark about
the precise turn of events that
sparked this pandemic, and this of
course leaves the world vulnerable to
whatever comes next. There is still no
evidence that the United States and
other Western nations are any more
prepared for a future pandemic than
we were before this global catastro-
phe, with gain of function experi-
ments still largely left unchecked. The
failures of the scientific community,
intelligence agencies, international
bodies and large sections of the me-
dia have all left the world aless secure
and less safe place to live.

SHOSHANA  BRYEN is  Senior
Director of The Jewish Policy Center
and Editor of inFOCUS Quarterly.
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I A Final Thought ...

Their Ideology and Ours

For more than 250 years, Americans haven't talked much
about ideology. Until recently, we relied on government mainly
to protect our broad national interests, not to tell us what to think
or how to be. Limited government and personal freedoms were
baked into our governing framework. And our foreign policy
has been largely transactional, conceding points to reach a deal.
Until we can't.

But what if a deal isn’t what China or Iran seek?

Miles Yu, a former State Department policy planning ex-
perton China, told an audience that the problem with Chinais...
China!

China’s military buildup is defensive in its own eyes, requir-
ing the surveillance state and the disappearance of Chinese sci-
entists, journalists, and medical information from Wuhan. It re-
quires the crushing of Hong Kong, the recapture of Taiwan and
genocide against the Uyghurs. To keep the population quiescent
and warm, China announced 43 new coal-fired power plants,
making a mockery of “climate czar” John Kerry’s abandonment
of the Uyghurs in the hopes of finding agreement on emissions.

“Life is full of tough choices,” Kerry told an interviewer.

Not for China.

How can a largely transactional country deal, then, with
ideologically driven adversaries? First, recognize the difference.
Then, work with allies to stymie the most malign behaviors of
totalitarians, both politically and economically. Reduce the role
of Chinese “students” and scientists in American institutions.
Compete directly on technology and rare-earth mining. Protect
ourselves and our allies. Restore the U.S. Navy. Bring Taiwan into
a coordinated relationship with Japan. Restore America’s short-
lived energy independence by reopening the Keystone Pipeline
and supporting changes in energy policy—including the role of
nuclear energy.

Finally, say what you mean. America’s Declaration of
Independence posits that, “All men are created equal, that they
are endowed by their Creator with certain unalienable Rights,
that among these are Life, Liberty and the pursuit of Happiness.”
America’s founding principles of individual liberty and limited
government have guided us and improved us for centuries and
inspired millions around the world. The Goddess of Democracy
from Tiananmen Square wasn’t a random statue.

With that understanding, let’s proceed accordingly.




